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3apeructpupoBano B Muntocte Poccuu 31 mas 2013 r. N 28608

OENEPAJIbHAA CITYXBA NO TEXHUHECKOMY U 3KCINMOPTHOMY KOHTPOIJIHO

NMPUKA3
ot 11 deBpana 2013 r. N 17

Ob YTBEPXAOEHWUN TPEEQBAHVIVI 5
O 3AULIMTE NHOPOPMALIMU, HE COCTABNAIOLLEN TOCYOAPCTBEHHYIO TAUHY,
COAOEPXALLUEUCA B TrOCYAAPCTBEHHbBbIX UH®OPMALIMOHHbLIX CUCTEMAX

CrHucoK M3MEHSIOMUX TOKYMEHTOB
(B pen. ITpukazop ®CTIK Poccum ot 15.02.2017 N 27,
ot 28.05.2019 N 106)

B cootBeTcTBUU ¢ yacThio 5 cratbu 16 denepanbHOoro 3akoHa ot 27 uromst 2006 r. N 149-d3 "O6
uHpopManuy, HHPOPMAITMOHHBIX TEXHOIOTUAX | 0 3amuTe nHpopmanun" (CoOpanue 3aKOHOAATEIbCTBA
Poccuiickoit @eneparuu, 2006, N 31, ct. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT.
4600; 2012, N 31, cr. 4328) u [lonoxenunem o denepaibHOIl Ci1y)0€ 0 TEXHUYECKOMY U 3KCIIOPTHOMY
KOHTpPOJIIO, YTBepxkAeHHBIM YKa3oM lIpesnnenta Poccuiickoit @enepannu ot 16 aBrycra 2004 r. N 1085
(Cobpanme 3akoHomarenscTBa Poccuiickoit ®@eneparuu, 2004, N 34, ct. 3541; 2006, N 49, cr. 5192;
2008, N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, cT. 818), npuka3biBaro:

1. VYTBepauth mpunaraempie TpeOoBanus o 3amure HWHPOPMAIIMK, HE COCTaBISAIOIICH
TOCy/IapCTBEHHYIO TaliHy, COJIepsKallleiics B roCyJapCTBEHHBIX HH(POPMAIIMOHHBIX CUCTEMAX.

2. YcraHOBHUTbH, UTO YKa3aHHbIE B IyHKTe | Hacrosmiero npukasa TpeOoBaHUs NMPUMEHSIOTCS IS
3alIUThl HH(OPMAIMK B TOCYAAPCTBEHHBIX MH()OPMAIIMOHHBIX cucTeMax ¢ 1 ceHtsops 2013 r.

Jupexrop

denepanbHOM CIIYKOBI IO TEXHUYECKOMY
1 SKCTIIOPTHOMY KOHTPOJTIO

B.CEJIMH

YTBEpKACHBI
npukazoM ®CTIK Poccun
ot 11 ¢eBpans 2013 r. N 17

TPEBOBAHUA ]
O 3ALUWTE MHOOPMALIMW, HE COCTABASIIOLLEN FOCYJAPCTBEHHYIO TAMHY,
COJEPXALLENCS! B rOCYAAPCTBEHHbIX UHOOPMALIMOHHbIX CUCTEMAX
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[JokymeHT npepoctasneH KoHcynbTaHTI0C
[aTa coxpaHeHus: 23.01.2023

CHucoK M3MEHSIONMUX TOKYMEHTOB
(B pen. ITpukazop ®CTIK Poccum ot 15.02.2017 N 27,
ot 28.05.2019 N 106)

. Oowme nonoxeHuns

1. Hactosimue TpebGoBanusi pazpaboTaHbl B COOTBETCTBUHM ¢ DenepaibHbIM 3aKOHOM OT 27 MO
2006 r. N 149-®3 "O6 wundopmanmu, MHPOPMALMOHHBIX TEXHOJOTHAX M O 3amuTe HHpopMmarmu”
(Cobpanue 3axkonomarensctBa Poccutickoii deaepannn, 2006, N 31, ct. 3448; 2010, N 31, ct. 4196;
2011, N 15, ct. 2038; N 30, ct. 4600; 2012, N 31, ct. 4328), a Takke C Y4ETOM HAI[MOHAIbHBIX
crannaptoB Poccuiickoit @enepanu B 001acTH 3amuThl MHpOpManuu U B OOJACTH CO3/JaHUs
ABTOMATU3HPOBAHHBIX CHUCTEM (Jjajiee - HallMOHAJIbHBIC CTAHIAPTHI).

2. B [1okyMeHTe yCTaHaBIWBAIOTCS TpeOOBaHHMsS K OOCCICUCHHIO 3allUThl HHGOpPMAIMU
OTPaHUYEHHOTO JOCTYIA, HE COAEpIKAIIel CBEACHHUS, COCTABISAIONINE TOCYAApCTBECHHYIO TaliHy (1ajee -
uHpOpMaIKs), OT YTEYKH MO0 TEXHUYECKUM KaHajaM, HECaHKIIMOHUPOBAHHOIO JIOCTYIIA, CIICIUAIBHBIX
BO3JICHCTBUI HA Takyro WHGOpMaIUio (HoCUTeH WH()OPMAIIMN) B MEIAX €€ JOOBIBAHUS, YHUYTOXKCHUS,
UCKa)XEHUS WM OJIOKMPOBaHUS JOCTYIA K Hel (nanee - 3aunmTa nuHopmanun) npu o6paboTke ykazaHHOM
nH(OPMAIIUY B TOCYIaPCTBEHHBIX WH()OPMAIIMOHHBIX CHCTEMAaX.

Hactosmme TpeboBanus MOryT MHPUMEHSTHCS [UIsl 3alIUTHl  OOLIEAOCTYNHON HHOpMAaIHH,
coJieprKallleiicsl B TOCYIapCTBEHHBIX NH(OPMALIMOHHBIX CUCTEMAX, JJISl JOCTUKEHUS LeJIel, YKa3aHHBIX B
nynkTax 1 u 3 wactu 1 crateu 16 ®DenpepanbHoro 3akoHa ot 27 utons 2006 r. N 149-®d3 "O6
nHpopManuy, THOOPMAITMOHHBIX TEXHOJIOTHAX U O 3aIIuTe nHpopMarmu'.

B nokymeHnTe He paccMmarpuBaroTcs TpeOoBaHMS O 3amMTe HMH(OpMAIMM, CBSI3aHHBIE C
NPUMEHEHUEM  KpUNTOrpaUueckux  METOJOB  3allluThl  HMHQOpManuu W MHUQPPOBAIBHBIX
(xpunTorpauuecKrx) CpeACTB 3alMUThI HH(OPMALIHH.

3. Hacrosmme TpeboBaHus SBASAIOTCA O00s3aTENbHBIMU IpH  00paboTke HHOpMALU B
rOCYJJapCTBEHHbIX HMH(QOPMAIMOHHBIX CHUCTeMax, (YHKIMOHHMPYIOUIMX Ha Tepputopuu Poccuiickoit
@denepanyy, a Takke B MYHUIUNAIbHBIX HMH(OPMAIMOHHBIX CHUCTEMaX, €CIIM MHOE HE YCTaHOBJIEHO
3akoHoAarenscTBOM Poccuiickoit denepannum 0 MECTHOM CaMOYIIPABIICHUN.

Hacrosiiue TpeboBanus HE pacpOCTpaHsAIOTCS Ha TOCYAApCTBEHHbIE MH(GOPMAIMOHHBIE CHCTEMBI
Anmunnctpauuu IIpesunenta Poccutickoit @enepanuu, Cosera bezonacnoctu Poccuniickoit @enepannu,
®enepansuoro CobOpanusi  Poccuiickoit  ®enepannu, I[IpaBurensctBa Poccuiickoit ®Denepanuu,
Konctutynmonnoro Cyapa Poccuiickoit ®enepanun, BepxoBHoro Cyna Poccuiickoit @enepauuu u
®enepanbHOil ciyk0b1 6e30macHocTH Poccuiickoit denepannu.

(8B pen. IIpukaza ®CTIK Poccun ot 15.02.2017 N 27)

4. Hacrosmue TpeOoBaHus TmpeaHa3HAaueHbl I oOnamarenedl wHQOpMaIMu, 3aKa3vyUuKOB,
3aKJIIOYMBILIUX TOCYAAPCTBEHHBIM KOHTPAKT HA CO3JlaHHE TOCYAapCTBEHHOM MH(OPMAIIMOHHON CUCTEMBI
(manee - 3aKa34MKH) U OMEPATOPOB rOCYAAPCTBEHHBIX NH(POPMAIIMOHHBIX CUCTEM (JaJiee - ONepaTopshl).

Jluo, oOpabatbiBaromiee WHPOPMALMIO, SBISIONIYIOCS TOCYJapCTBEHHBIM HH(GOPMAIlMOHHBIM
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pecypcoM, TO0 mMOpydeHHWIo oOmanmatens wuHGOpMammu (3aKazyMKa) WM omepaTtopa W (WIIH)
IPEJOCTABISAIONIEE MM BBIYHCIHUTEIBHBIE PECypCchl (MOIIHOCTH) Al 0OpaOOTKM HHGOpPMAlUH Ha
OCHOBAaHMHU 3aKIIOYEHHOTO JIOTOBOpa (lanee - YHNOJHOMOYEHHOE JIMIO), OOECIEeYMBACT 3alUTy
uHpOpMaMM B COOTBETCTBUH C 3aKOHOJATENbCTBOM Poccuiickoir ®Penepannu 00 wuHbOpMmanuy,
MH(POPMAIMOHHBIX TEXHOJOTHIX W O 3amuTe uHpopMmauu. B moroBope nomkHa OBITH MpETycMOTpeHa
00s3aHHOCTh ~ YNOJHOMOYEHHOTO JIMIa OOecrne4yWBaTh 3aAIMUTy HHpOpManuu, SBISIOIICHCS
rOCyJapCTBEHHBIM HH(OPMAIIMOHHBIM PECYPCOM, B COOTBETCTBUH C HACTOSIIUMHU TpeGoBaHUAMHU.

5. Ilpu o6paboTke B rocyaapCTBEHHOW WH(OPMAIMOHHON cHcTeMe HH(pOpMaInu, colepiKalen
NEpCOHANbHBIC JTaHHBIE, HACTOAIME TpeOOBaHUS NMPUMEHSIOTCS HapALy € TpeOOBAHUSMHU K 3aIIUTE
MEPCOHANBHBIX JIaHHBIX NpU HUX 00paboTke B MH(OPMALMOHHBIX CHCTEMax MEPCOHANBHBIX JaHHbIX,
YTBEPKACHHBIX ITocTaHoBiIeHUeM [IpaBurensctBa Poccuiickoit ®enepanun ot 1 Hos10ps 2012 r. N 1119
(Cobpanue 3akonomarenscTBa Poccuiickoit deneparuu, 2012, N 45, ct. 6257).

6. Ilo pemenuro obnamatenss uHboOpMaIMK (3aKa3yrKa) WM oneparopa Hacrosume TpedoBaHus
MOTYT TNPHUMEHATBCS  JUIA  3aI0UThl  MHOOpMAIMHM, COJACPXKAIICHCS B  HEroCyAapCTBEHHBIX
MH(POPMAIMOHHBIX CHCTEMaX.

7. 3amuTa uHpOpMaKK, CoAepKaIIeiics B roCyAapcTBEHHONW MH(GOPMAallMOHHON cucTeMe (fianee -
nH(OpPMAIMOHHAS CUCTEMa), OOECIeYMBACTCSI IIyTeM BBINOJIHCHUS OOazaTelieM HH(POpMAaIiH
(3aka3yukoM) M (HJIM) ONepaTopoM TPeOOBAHMI K OpraHU3AIMK 3aIIUThl HHPOPMAIIHH, COJICPIKAIICHCS B
WH()OPMAIMOHHONW CHUCTeMe, W TpeOOBaHWUI K MepaM 3alluThl WHQPOPMAIMH, COACpXKAIICHCT B
MH(OPMALIMOHHON CUCTEME.

Il. TpeboBaHMA K opraHn3sauumm 3awmnTbl UHPOpMaLUn,
coagepxawenca B MHPOPMaLMOHHON CUCTEME

8. B undopmanronHoil cucremMe oOBEKTaMHU 3alUTHI SBISAIOTCS MHGOpMalus, cojepskauiascs B
MH(POPMALIMOHHOMN cHCTeMe, TEXHHUUECKUE CPeJICTBA (B TOM YHCIIE CPEJCTBA BBIUMCINUTEIbHOM TEXHUKH,
MaIlMHHBIE HOCHTENH HWH(OpMAINH, CPEACTBA M CHCTEMBI CBSI3U W TE€pPENavd JaHHBIX, TEXHHUECKHUE
cpeactBa 00pabOTKM OyKBEHHO-LIM(PPOBOU, TIpaduueckoi, BHJIEO- U peueBod HH OpPMAIHH),
o0IIeCHCTEMHOE, TPHUKIAAHOE, CHENHMAIbHOE IPOrpaMMHOE  oOecredeHne, HHGOPMAIOHHbIE
TEXHOJIOTUH, a TAK)KE CPeACTBA 3aIIUThI HHPOPMALIUH.

9. Hna obecrneueHus: 3amuThl HHQOpPMAIMM, cOAep)Kalleics B HHPOPMAIMOHHON cHCTeMe,
ONEpaTOpOM Ha3HAuYaeTcsd CTPYKTYpPHOE MOJpa3/ielieHue WM JOJDKHOCTHOE JMIo (pabOTHHK),
OTBETCTBEHHBIC 32 3aIUTy WH(POPMAIIHH.

10. JIns mpoBenmeHuss paboT Mo 3amuTe WHPOPMAIMU B XOJ€ CO3JaHHUS M DIKCIUTyaTalluu
MH(OPMALIMOHHON CUCTEMbI oOsiagaTesieM MH(pOpMaluu (3aKka3uukoM) M OIEPaTOpPOM B COOTBETCTBUU C
3aKOHOAATeNbCTBOM Poccuiickoit @enepanuu mnpu HEOOXOJUMOCTH TPHUBJICKAIOTCS OpraHU3aIH,
MMEIOIINE JIMIICH3UIO Ha JCSITEIPHOCTh MO TEXHUYECKOW 3amuTe KOHPHUIACHIIMAILHOW WHGOpMAIuu B
cootBeTcTBUU ¢ DenepanbHbiM 3ak0HOM OT 4 Mast 2011 r. N 99-®3 "O nuneH3upoBaHUU OTIETbHBIX
Bun10B nesitenbHOoCTH" (CoOpanne 3akoHomarenbcTBa Poccuiickoit deneparuu, 2011, N 19, ct. 2716; N
30, cT. 4590; N 43, cT. 5971; N 48, ct1. 6728; 2012, N 26, cT. 3446; N 31, cT. 4322; 2013, N 9, cT. 874).

11. Jlns oOecrieueHus 3amuThl WHGOPMAIMH, COJAEpXKAIIeHcs B HHPOPMAIIMOHHONW CHCTEME,
MPUMEHSIFOTCS  CpPeJICTBA 3allUThl WHGOpPMAIUU, NPOIIEJIINEe OIEHKY COOTBETCTBUA B (opme
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o0si3aTenbHON cepTU(UKAMM Ha COOTBETCTBHE TpeOOBaHUSAM MO Oe30MmacHOCTH HWHQOpPMAIMH B
COOTBETCTBHH CO cTaThell 5 denepanbHoro 3akoHa ot 27 aekadbps 2002 r. N 184-d3 "O texHUUECKOM
perymupoBannn" (Cobpanue 3akoHomarenscTBa Poccuiickoii denepanuu, 2002, N 52, ct. 5140; 2007, N
19, ct1. 2293; N 49, ct1. 6070; 2008, N 30, ct. 3616; 2009, N 29, cT. 3626; N 48, cT. 5711; 2010, N 1, cT.
6; 2011, N 30, ct. 4603; N 49, ct. 7025; N 50, ct. 7351; 2012, N 31, cT. 4322; 2012, N 50, ct1. 6959).

12. 3ammra mHpOpMaluu, coaepkameincs B HHPOPMAIIMOHHONW CHCTEME, SBJSETCS COCTaBHOM
9acThI0 paboT MO CO3JAHUIO U JKCIUTyaTaluyd MH()OPMAIIMOHHOW CHCTEMBI W O0ECIIeYMBAETCs HA BCEX
cTanusax (dTamax) ee CO3/aHuf, B XOJ€ SKCIUIyaTallud W BBIBOJA U3 SKCIUTyaTalldd MyTeM MPUHATHUS
OpPraHM3aIMOHHBIX M TEXHHYECKUX Mep 3aluThl HH(pOpMAIMH, HANpPaBICHHBIX Ha OJIOKUPOBaHUE
(ueiiTpanuzanuio) yrpo3 6e3omnacHoctd nHGopManuu B UHPOPMAILIMOHHOW CHUCTEME, B paMKaX CHCTEMBbI
(moxcucreMbl) 3ammThl  WHGOpPMAaNWKW WHDOPMALMOHHOW CHUCTEMBI (Jajieeé - CHCTEMa 3allUThI
nHpopManuu nHGOPMAITMOHHOW CUCTEMBI).

(B pex. [Tpukaza ®CTOK Poccum ot 15.02.2017 N 27)

OpranuzalvoHHbIe ¥ TEXHUYECKHUE MEPhI 3allUThl HH(OPMALIUU, pealn3yeMble B PaMKaX CHUCTEMbI
3alUThl UHPOpMAIMK UHPOPMALIMOHHON CUCTEMBI, B 3aBUCMMOCTU OT MH(OpMAaLIMHU, COAepKalleiics B
nH(OPMALIMOHHON cHCTeMe, Ilesiell co3laHus WH(OPMALMOHHOW CUCTEMbl M 3a/ay, PelIaeMbIX 3TOM
MH(POPMALIMOHHON CUCTEMOM, JOKHBI OBITh HAIIPABJICHBI HA HCKIIIOYCHHE:

HENPaBOMEPHBIX JIOCTyNa, KOMWPOBAHMUS, MPEJOCTABICHUS WIM PACIPOCTPAHEHUS HWH(POPMAIMH
(obecnieuenue KOH(UACHIMATEHOCTH HH(OPMAIIHHN);

HETPaBOMEPHBIX YHHUYTOXXEHHUS WM MOIUGHUIMpPOBaHus HH(popManuu (o0ecreueHne 1eI0CTHOCTH
uHbOpMaInN);

HEMPaBOMEPHOT0 OJIOKMpOBaHUs H(popManuu (o0ecrieueHre TOCTYITHOCTH HH(OpMALIKn).

13. JIna oOecnedeHus 3amuThl HHQOpMaLMM, cojepxkalleiics B HH(DOPMALIMOHHOW CHCTEME,
IIPOBOJSATCS CIEAYIOLINE MEPOIIPUATH:

dbopmupoBaHue TpeOOBaHUH K 3aIUTe HHPOPMAIIMU, COIepKaIICHCs B MHOOPMAITMOHHOW CUCTEME;
pa3paboTKa CHCTEMBbI 3aIUTH HHPOpMAIMH HHPOPMAIIMOHHON CUCTEMBI;
BHEJIPEHUE CUCTEMBI 3aIIUTHI HHPOpMAIU HHOOPMAITMOHHOW CUCTEMBI;

arrecTanys WHGOPMALMOHHOM CUCTeMbl MO TpeOOBaHMSAM 3alIUTHl MHpoOpManuu (Jauee -
aTTrecranus HH(HOPMallMOHHON CUCTEMBI) U BBOJ €€ B JICHCTBUE;

obOecrieueHre 3amUThl MHQOpPMAIMKM B XOJ€ SKCIUTyaTallid AaTTeCTOBAaHHOW HWH(OPMAalMOHHON
CHCTEMEL,

oOecrieyeHne 3alIUThl  MHPOPMALMU TPH  BBIBOJAE U3  OKCIUIyaTalliM  aTTECTOBAHHOU
MH(OPMALIMOHHON CUCTEMBI HJIM TIOCIIE MPUHATUS PEelIeHUs] 00 OKOHYaHUHM 00paboTKU MH(OpMAaLIUK.

dopmupoBaHue TpeboBaHMM K 3awmuTe HoOpMauun, cogepxalliemcsa
B MH(pOPMaLIMOHHOMN cUcTeMe
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14. ®opmupoBanue TpeOOBaHMI K 3amuTe WHOOpPMAIUHU, COAepIKalieics B WH(DOPMAIMOHHOM
cHCTEMe, OCYILECTBIIIETCS 00aaaTesieM HHpopManuu (3aKa3uukom).

®opmupoBaHue TpeOOBaHM K 3aiuTe HHGOPMaLUK, coaepxKalencs B MHOOPMALIMOHHON CUCTEME,
ocymectBisiercs ¢ yderom [OCT P 51583 "3ammra wundpopmauuu. Ilopsgox co3maHus
ABTOMATU3MPOBAHHBIX CHCTEM B 3alllMIEHHOM wHcrnojHeHnu. O6mme monoxeHus" (manee - [OCT P
51583) u T'OCT P 51624 "3ammra wHpOpMANUU. ABTOMATU3MPOBAHHBIE CHUCTEMBI B 3aIUIICHHOM
ucnionHeHnu. Oomue TpedboBanus" (nanee - FOCT P 51624) u B ToM uncIie BKIFOYACT:

NPUHATHE PEHICHUSI 0 HEOOXOAMMOCTH 3aIUTHl HH(OPMAIINH, COAEpIKaIIEHCs B HHPOPMAITMOHHON
CUCTEME;

KJIacCU(UKANI0 WHOOPMAMOHHONW CUCTEMBI N0 TPeOOBAaHUSAM 3alIUTHl WHPOpMAIUU (nanee -
Kkiaccuukanusi ”HPOPMAIIMOHHON CUCTEMBI);

ompeziesieHne yrpo3 0e30macHOCTH HH(OPMALUH, pPEanu3alisl KOTOPBIX MOXKET HPUBECTH K
HapylIeHHro Oe3omacHoCTH MH(popManuu B MH(OOPMALMOHHON CHCTEME, M pa3paboTKy Ha UX OCHOBE
MOJIeNU yrpo3 0e3omacHoCTH HH(pOpMaIuy;

orpezeneHue TpeOOBaHUN K CUCTEME 3aIIUThl MHpOopMauy HHHOPMALIMOHHONW CUCTEMBI.

14.1. Tlpu npuHATHM pemieHUus O HEOOXOAWMOCTH 3aIlUTHl WH(GOpPMAIWHU, COJEpIKaIeics B
MH(POPMALIMOHHOM CUCTEME, OCYIIECTBISETCS:

aHanmu3 1enedl co3manus WHPOPMAIIMOHHON CHCTEMBI M 3a/1a4, PEeIIaeMbIX 3TOH HH()OPMAIMOHHON
CHCTEMOM;

omnpezeneHue HHPopMaIuu, noajaexaiieii 00padborke B UHPOPMAIIMOHHON CUCTEME;

AHaJIN3 HOPMATUBHBIX MPABOBLIX dKTOB, MECTOANYCCKUX NJOKYMCHTOB U HAIMOHAJIBHBIX CTAHIAPTOB,
KOTOPBIM JOJI’)KHA COOTBETCTBOBATH I/IH(l)OpMaIII/IOHHaSI CHCTEMaA,

OPUHATHE  peleHHs O  HeoOXOAMMOCTH  CO3[JaHMs  CHUCTEMBl  3alIUThl  HMH(pOpMaIMU
MH(OPMALIMOHHOM CHUCTEMBI, a TaKXe OINpeJelieHne Ieled M 3adad 3aluThl MHQPOpMaluu B
MHPOPMAIIMOHHOM  cHCTeMe, OCHOBHBIX J3TalOB  CO3JAaHUS CUCTEMBl  3allUThl  MHPOpPMaLUU
MH(OPMALIMOHHON cUCTEMBbl U (PYHKUIMH MO OOECHeueHUI0 3allluThl MH(OpMAaIUH, COAEpIKalleics B
MH(OPMALMOHHOM cucTeMe, 0baaaaTtesns HHPOpMaLnK (3aKa34rKa), orepaTopa U ynoJIHOMOUYEHHBIX JIMII.

14.2. Knaccudukanuss nHOOPMAIIMOHHON CHUCTEMBI MPOBOJMUTCS B 3aBUCUMOCTH OT 3HAYMMOCTHU
obOpabatbiBaeMOoil B Hell uH(popMmManmMu M Macmraba HHQOPMALMOHHOW cucTeMbl ((enepanbHbIi,
pPErvoHANIbHBIN, 0OBbEKTOBBIN).

VYcTraHaBiaMBalOTCd TpHU Kiacca 3allMIIEHHOCTH HWH(GOPMAIMOHHON CHCTEMBI, OIpeelIsIole
YPOBHU 3alUIIEHHOCTH cojep:kaiieics B Hell uHpopmaruu. Camblii HU3KHMI Kiacc - TpEeTUH, cambli
BBICOKHUH - nepBbIif. Kitacc 3amuiienHocT nHGOpMaIMOHHON CUCTEMBI OIIPEENsieTCsl B COOTBETCTBUU C
npuiokenneM N 1 k HacTosiuM TpeGoBaHUsIM.

(8B pen. IIpukaza ®CTIK Poccun ot 15.02.2017 N 27)
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Mpuka3 ®CT3IK Poccum ot 11.02.2013 N 17
(pen. ot 28.05.2019)
"06 yTBeEpxAeHUM TpeboBaHuMi 0 3almuTe MHGOPMaLMK, He COCTaBAsIo. ..

[JokymeHT npepoctasneH KoHcynbTaHTI0C
[aTa coxpaHeHus: 23.01.2023

Knacc 3amumenHoctd ompexaensiercs Ui WHGOPMAMOHHOM CHCTEMBI B LEJIOM U, NpHU
HEOOXOJMMOCTH, JJIsI €€ OTAEIbHBIX CerMEHTOB (cocTaBHBIX uacteid). TpeboBanme K Kiaccy
3alIMIIEHHOCTH BKIIIOYAETCS B TEXHHMUYECKOE 33JaHHe Ha CO3JaHHe WH(POPMALMOHHOM CUCTEMbI U (WIIN)
TEXHUUYECKOE 33/1aHHe (YaCTHOE TEXHWYECKOE 3aJaHue) Ha CO3JaHMEe CHCTEMbI 3aIIUTHl MH(popManuu
nHPOPMALIMOHHON cucTeMbl, pa3pabarbiBaemble ¢ yuetoM [OCT 34.602 "HMudopmaunoHHas
TexHojorus. Kommekc CTaHZapToB Ha aBTOMAaTH3MPOBAaHHBIE CHCTEMbI. TeXHHMYEeCKOoe 3aJaHue Ha
co3ganue apromatuzupoBanHoi cuctemel" (nanee - OCT 34.602), TOCT P 51583 u I'OCT P 51624.

Kiacc 3ammmeHHOCTH WH(GOPMAIIMOHHOW CHCTEMbI IOJUICKUT IIEPECMOTPY MpU H3MEHEHHHU
MacmTada HHGOPMAITMOHHOW CUCTEMBI WIIM 3HAYUMOCTH 00pabaThiBaeéMoil B Hell nH(OpMAITHH.

Pesynbratel kinaccudukanuu nHGOPMALMOHHONW CUCTEMBI O(POPMIIAIOTCS aKTOM KJIaCCU(PHUKAIUH.

Kracc 3amumieHHOCTH HHPOPMAITMOHHON CUCTEMBI, (DYHKIIMOHUPOBAHUE KOTOPOU MPE/IIIoiaraeTcs
Ha 0a3e MH(POPMAIMOHHO-TEIIEKOMMYHHKAIIMOHHONH UH(PPACTPYKTYpPhI IIEHTpa 00paOOTKU JaHHBIX, <I>
HE JIOJDKEH OBITh BBINIE KjIacca 3allMIIEHHOCTH WH(POPMAIMOHHO-TEIIEKOMMYHHKAITHOHHOM
UH(PACTPYKTYpPHI LIEeHTpa 00pabOTKU JaHHBIX.
(a63an BBeneH [Ipukazom ®CTIK Poccuu ot 28.05.2019 N 106)

<1> [lyskt 5.3 MeToau4ecKkux yKa3zaHHH MO OCYIIECTBICHUIO y4eTa HH()POPMAIMOHHBIX CUCTEM U
KOMITOHEHTOB WH(}OPMAIIMOHHO-TEIIEKOMMYHUKAIIMOHHON HH(PPACTPYKTYpbI, YTBEPKICHHBIX MPUKA30M
Munkomcssizu Poccun ot 31 mas 2013 r. N 127 (3apeructpupoBan Muntoctom Poccun 5 Host6pst 2013
r., peructpanuonnbsiii N 30318), ¢ yueTom n3MeHeHU, BHECEHHBIX MpukazoM MuHkomcBsizu Poccun ot
15 urons 2016 r. N 266 (3apeructpupoBad Muntocrom Poccun 14 urons 2016 r., perucrpauuonssiii N
42853).

(caocka BBeneHa [Ipukazom @CTIK Poccun ot 28.05.2019 N 106)

14.3. Yrpo3sl 6e30macHOCTH HHGOPMAIIMH OMPEACIIAIOTCS M0 pe3yIbTaTaM OIIEHKH BO3MOXKHOCTEH
(moTeHMana) BHEMIHUX W BHYTPEHHUX HapyIIMTeNel, aHamu3a BO3MOXHBIX  YS3BHUMOCTEH
WH()OPMAMOHHONW CHUCTEMBI, BO3MOXKHBIX CIIOCOOOB peaM3aliiy yrpo3 Oe30MacHOCTH HH(OPMAINH H
MOCNIEACTBHI OT HapyIIEHUs CBONCTB Oe30macHocTH nH(popManuu (KOH(GUICHIINATEHOCTH, [IEIOCTHOCTH,
JIOCTYITHOCTH).

(8 pen. [Ipukaza ®CTIK Poccuu ot 15.02.2017 N 27)

B kauecTBe MCXOTHBIX JaHHBIX JIJISI ONIPENIEIICHUS YTPo3 0€30MacHOCTH UH(POPMAITUHN HCTIONB3YEeTCS
0aHK JMaHHBIX yrpo3 Oe3omacHocTH uHpopmanmu (bdu.fstec.ru), BeaeHHE KOTOPOro OCYILIECTBISETCS
OCTIK Poccun B coorBercTBuM ¢ noanyHKToM 21 myHkra 8 Ilonmoxkenus o ®enepaibHOl ciiyx0e 1o
TEXHUYECKOMY U JKCIOPTHOMY KOHTpOJIIO, yTBepkAeHHoro Yka3zoM IIpesunenta Poccuiickoit
®enepanuu ot 16 aBrycra 2004 . N 1085 (Cobpanue 3akonomarensctBa Poccutickoit @enepamuu, 2004,
N 34, ct. 3541; 2006, N 49, ct. 5192; 2008, N 43, cT. 4921; N 47, ct. 5431; 2012, N 7, ct. 818; 2013, N
26, ct. 3314; N 53, ct. 7137; 2014, N 36, ct. 4833; N 44, c1. 6041; 2015, N 4, ct. 641; 2016, N 1, cT.
211) (manee - Oank naHHBIX yrpo3 OezomacHoctu uHpopmammu PCTIK Poccum), a Takxke UHBIE
MCTOYHUKH, COZCPIKAIINE CBEICHUS 00 YI3BUMOCTSX U yrpo3ax 0€30MacHOCTH WH(POPMAIIHH.

(a63ar BBeneH [Ipukazom @CTIK Poccun ot 15.02.2017 N 27)

ITpn ONpeIETICHUN yIpo3 0€30MacHOCTH uH(popMaun YYHUTBIBAKOTCS
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Mpuka3 ®CT3IK Poccum ot 11.02.2013 N 17
(pen. ot 28.05.2019)
"06 yTBeEpxAeHUM TpeboBaHuMi 0 3almuTe MHGOPMaLMK, He COCTaBAsIo. ..

[JokymeHT npepoctasneH KoHcynbTaHTI0C
[aTa coxpaHeHus: 23.01.2023

CTPYKTYpHO-(D)YHKIIHOHAJIbHBIE XapaKTEPUCTUKU WH(OPMAIIMOHHON CHUCTEMBI, BKIIOYAIOIINE CTPYKTYPY
U cocTaB MH(POPMAIIMOHHON CHUCTEMBI, (PU3NYECKHUE, JIOTHYECKHE, (YHKIMOHAIBHBIE U TEXHOJIOTHYECKUE
B3aMMOCBSI3M MEX/1y CerMEHTaMH WH(POPMAIIMOHHOMN CUCTEMBI, C HHBIMA WH(OPMAIIMOHHBIMHA CUCTEMaMHU
U MHOOPMALMOHHO-TEIEKOMMYHUKAIIMOHHBIMUA ~ CETAMH, pPEXHMBI 00paboTkn wuH(pOpManuu B
WHPOPMALIMOHHOM CHUCTEeME M B €€ OTICNbHBIX CErMEHTaX, a TAaKKe WHbIE XapaKTePUCTHUKU
UHQOPMAIIMOHHOW CUCTEMBI, NpPUMEHsAEMble HH()OPMAIMOHHBIE TEXHOJIOTUHM U OCOOCHHOCTH e
(byHKIIMOHUPOBAHUSI.

[Ipu onpeneneHun yrpo3 0Oe30maCHOCTH HMHGPOpPMAMKM B HH(MOPMAIIMOHHOW  CHCTEME,
(YHKIIMOHMPOBAHWE KOTOPOWM TMpenrnoyiaractcs Ha 0a3e HH(DOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOM
HHQPACTPYKTYphl IIEHTpa OOpabOTKM JIaHHBIX, JOJDKHBI YYHTBIBATHCS YIPO3bl  0€30MaCHOCTH
nH(pOpMaLIUY, aKTyalbHBIE IS WH()OPMAIMOHHO-TEICKOMMYHUKAIIMOHHOW HH(PPACTPYKTYpPHI ILIEHTpa
00pabOTKHU TaHHBIX.

(a63arn BBeneH [Ipukazom ®CTIK Poccun ot 28.05.2019 N 106)

[To pe3ynabraTaM OIpeACNiCHHUs yrpo3 O€30MacHOCTH HH(POpPMALUH TMPH HEOOXOAUMOCTH
pa3padaTbIBalOTCA PEKOMEHIAIMH MO KOPPEKTUPOBKE CTPYKTYPHO-(DYHKIMOHAIBHBIX XapaKTEPHCTUK
UH()OPMAIIMOHHON CHCTEMbI, HAlpaBJCHHbIC Ha OJOKHpOBaHHE (HEUTpPATM3aLUI0) OTACIBHBIX YIrpo3
6e30macHOCTH HHPOPMALIUH.

Mopenp yrpo3 Oe3omacHocTH HMH(OpMANUU JOJDKHA COJEPKATh ONHCAaHHE WH(POPMAIMOHHOW
CHCTEMBl H €€ CTPYKTYpHO-(DYHKIIMOHAJIBHBIX XapaKTEPUCTUK, a TAK)Ke OMHCAHUE yrpo3 0e30macHOCTH
uHpOpMaIMK, BKIIOYAIOIIEE ONHMCAHHE BO3MOXKHOCTEH Hapymmrened (MOJenb HapyIIUTENs),
BO3MOKHBIX YS3BUMOCTEH HH(POPMALMOHHOW CHCTEMBI, CHOCOOOB peamu3ali yrpo3 O0e30MacHOCTH
UH(OPMAIMY ¥ TIOCIEACTBUI OT HAPYIICHHUS CBOWCTB O€30MacCHOCTH MH(POPMAIHH.

st onpenenenusi yrpo3 0e3onacHoCTH WH(OpMANUK U pa3pabOTKH MOJAETH yrpo3 0e30MacHOCTH
nH(pOpMalUK TPUMEHSIOTCS METOAMYECKHEe TOKYMEHTHI, pa3paboraHHble U yTBepxkaeHHble DCTOK
Poccun B coorBerctBuM ¢ mnoanyHktoM 4 mnyHkta 8 Ilomokenus o PenepanbHoil ciyx0e 1o
TEXHHYECKOMY M OKCIIOPTHOMY KOHTPOJIO, yTBepxkaAeHHOTo Ykaszom Ilpesumenta Poccuiickoii
®enepanun ot 16 aBrycra 2004 . N 1085 (Cobpanue 3akononatenbctBa Poccuiickoit deneparuu, 2004,
N 34, ct. 3541, 2006, N 49, cT. 5192; 2008, N 43, c1. 4921; N 47, c1. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHMs K CUCTEME 3aIIUTHl HHPOPMAIMK UHPOPMAILIMOHHOW CHCTEMBI ONPEIEISIIOTCS B
3aBUCUMOCTH OT KJlacca 3allUIIEHHOCTH HWH()OPMALMOHHOM CHCTEMBI M yrpo3 0e30MacHOCTH
nH(pOpMalKH, BKIIOYEHHBIX B MOJIENb YIpo3 0€30MacHOCTH UH(POPMAaIIUH.

TpeboBanusi K cucTeMe 3almuThl WHGOpMauu WHGOPMAIMOHHOW CHUCTEMBI BKJIIOYAIOTCS B
TEXHUYECKOE 3aJlaHue Ha CO3JaHne MHPOPMAIIMOHHON CUCTEMBI U (WMJIM) TEXHUYECKOE 3a/laHne (YacTHOE
TEXHUYECKOE 3aJlaHue) Ha CO3JaHHME CHCTEMbI 3alUThl WH(OpMalud HHOOPMAIIMOHHOW CHCTEMBI,
paspabateiBaembie ¢ yuetom ['OCT 34.602, TOCT P 51583 u 'OCT P 51624, u nomXKHBI B TOM YHUCIIE

COJEPKATh:
1eNb U 3aa4u oOecriedeH sl 3aluThl HH(popManuy B HHHOPMALMOHHON CUCTEME;
KJIacC 3alIMIIEHHOCTH UH(POPMAITMOHHONW CUCTEMBI;

NEpCUCHb HOPMATUBHBIX IIPABOBBIX AKTOB, MCTOAHYCCKHUX OOKYMCHTOB W HAIlMOHAJIBHBIX
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Mpuka3 ®CT3IK Poccum ot 11.02.2013 N 17
(pen. ot 28.05.2019)
"06 yTBeEpxAeHUM TpeboBaHuMi 0 3almuTe MHGOPMaLMK, He COCTaBAsIo. ..

[JokymeHT npepoctasneH KoHcynbTaHTI0C
[aTa coxpaHeHus: 23.01.2023

CTaHAapTOB, KOTOPLIM AOJIKHA COOTBETCTBOBATH I/IH(i)OpMaI_[I/IOHHaSI CHUCTEMA,
MEPCUCHb 00BEKTOB 3allIUThI HH(bOpMaHHOHHOﬁ CUCTEMBI,

TpeOOBaHUS K MEpaM M CPEICTBaM 3aIIUThl MH(POPMALMU, MPUMEHSIEMBIM B HH(POPMALMOHHON
CUCTEME;

cTaauu (3Tarnbl padoT) CO3aHUsI CHCTEMBI 3aIIUTH HH(POPMAIIMOHHOW CUCTEMBI;
(a63arn BBeneH [Ipukazom ®CTOK Poccun ot 15.02.2017 N 27)

TpeOOBaHUS K MMOCTABJIIEMBIM TEXHHYECKUM CPEACTBAM, IPOrPaMMHOMY OOECIICUEHUIO, CPEICTBAM
3alUThl HH(OPMAIIHH;
(a63an BBeneH [Ipukazom ®CTIK Poccuu ot 15.02.2017 N 27)

(GyHKIMU 3aKa34udMKa U Omeparopa Mo OOCCICYCHUIO 3alluThl WHPOpMANUU B MH(OPMAIIMOHHON
CHCTEME;
(a63an BBenen Ipukazom ®CTIK Poccun ot 15.02.2017 N 27)

TpeOOBaHUS K  3allUTe CPEACTB M  CHUCTeM, OOECleuMBalOmMX  (YHKIMOHHPOBAHUE
nH(OPMALIMOHHON CUCTeMBI (0OecreunBaroleii HHPpacTpyKType);
(a63an BBeneH IIpukazom ®CTIOK Poccun ot 15.02.2017 N 27)

TpeOOBaHUsT K 3amure HHGOpMAIMM TpPU WHPOPMALMOHHOM B3aMMOJCHCTBHH C HHBIMH
I/IH(l)OpMaHI/IOHHI)IMI/I cucreMmamMu n I/IH(bOpMaIII/IOHHO-TCHGKOMMYHI/IKaHI/IOHHI)IMI/I CE€TsIMHU, B TOM YHCJIE C
WH(POPMAIIMOHHBIMH CUCTEMaMH YIOJTHOMOUYEHHOTO JIMIIA, & TAKXKE MPH MPUMEHEHUH BBIYMCIUTEIBHBIX
pecypcoB (MOIIHOCTEH), MPEAOCTABISEMBIX YIIOJTHOMOYCHHBIM JIMIIOM JIJIsi 00PaOOTKU HH(OPMAITHH.

[Ipu ompeneneHun TpeOOBaHWM K CHCTEME 3allMThl HMHGOPMAIMK HWH()OPMAIMOHHON CHCTEMBI
YUYHUTBHIBAIOTCSL TOJOKEHUSI TIONUTHUK oOecrieueHrs HMHGPOPMAIMOHHON 0e30macHOCTH oOagaTens
nH(popmanuu (3aKa3urka), a TakKe MOJNUTUK obecredeHus WH(POPMAIIMOHHONW OE30MacHOCTH Orneparopa
M YIOJHOMOYEHHOTO JIMIIa B YacTH, HE TPOTHBOPEYAINIEH TOJUTHKAM oO0namatenss HH(pOpMaIiu
(3aKa3umka).

(B pea. [Ipukaza ®CTIK Poccun ot 15.02.2017 N 27)

B ciydae coznanus nH(OpMaMOHHON CUCTEMBI, (PYHKIIMOHUPOBAHHE KOTOPOH IMpeJoaraeTcs Ha
0asze HMHPOPMAIIMOHHO-TEJIEKOMMYHUKAIIMOHHOW HMHQPAcCTpyKTypsl LEHTpa 0OpabOTKH JaHHBIX,
JONIOJTHUTEIBHO ONPEACIAIOTCS TpeOOBaHUS IO 3aluTe MHPOPMALUH, MOJUIeKAlUe pealu3aluud B
MH(OPMALIMOHHO-TEIIEKOMM YHUKAIITMOHHON HHPPACTPYKType LIeHTpa 00pabOTKU JaHHBIX.

(a63an BBenen Ipukazom ®CTIK Poccun ot 28.05.2019 N 106)

Pa3paboTtka cuctembl 3awWmuTbl MHpopMauum MHPOPMaLMOHHON CUCTEMBI

15. Pa3pabGoTka cucTeMbl 3amUThl HWHGOpMALUKM HHMOPMAIIMOHHON CHUCTEMBI OpraHU3yeTcs
oOnanareneM nHGoOpMalny (3aKa3uuKoM).

PazpaboTka cuctembl 3amuThl MHQOpPMAUUU HHGOPMAIIMOHHONW CHCTEMBI OCYILIECTBISETCS B
COOTBETCTBUH C TEXHUYECKUM 3aJlaHuEM Ha CO3JaHhe MHPOPMAIIMIOHHOW CHUCTEMBI U (MJIN) TEXHUYECKUM
3aJjaHieM (4acTHBIM TEXHMUYECKUM 3a/laHHeM) Ha CO3[aHHe CHCTEeMbl 3aIlUThl HUH(POpPMAaLUU
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Mpuka3 ®CT3IK Poccum ot 11.02.2013 N 17
(pen. ot 28.05.2019)
"06 yTBeEpxAeHUM TpeboBaHuMi 0 3almuTe MHGOPMaLMK, He COCTaBAsIo. ..

[JokymeHT npepoctasneH KoHcynbTaHTI0C
[aTa coxpaHeHus: 23.01.2023

uHpopmannonnoit cucremsl ¢ yderom ['OCT 34.601 "Hudopmanmonnas texnonorus. Komrmiekc
CTaHJApTOB Ha aBTOMATU3MPOBAaHHBIE CHUCTEMbl. ABTOMAaTHU3UpOBaHHbIE cucTeMbl. Craauu coszgaHus”
(manee - 'OCT 34.601), 'OCT P 51583 u 'OCT P 51624 u B ToM uncie BKIIOYAECT:

IMPOCKTUPOBAHUEC CUCTEMBI 3allIUThL PIH(bOpMaHI/H/I I/IH(l)OpMaHPIOHHOI;'I CHCTCMBI,

pa3paboOTKy  OKCITyaTallMOHHOW  JOKYMEHTAlMK Ha  CHUCTeMY  3alluThl  HHQOpPMAIUH
WH(POPMAIIMOHHON CUCTEMBI,

MaKeTUPOBAHUE M TECTUPOBAHUE CHCTEMBI 3alIUTH MH()OpMAUK HHPOPMAIIMOHHOW CHCTEMBI (TIpU
HEOOXOUMOCTH).

Cucrema 3ammThl WHPOPMALUK HMHPOPMALMOHHOW CHCTEMBl HE JOJDKHA TPEMSITCTBOBATH
JOCTHKEHUIO LIeJIel co3/1aHus UH(OPMAIIMOHHON CUCTEMBI U €€ (PYHKLIMOHUPOBAHUIO.

[Tpu pa3paboTke cucTeMbl 3amUTHl WHGOpPMANUK HWHPOPMAIMOHHOW CHUCTEMBI YUUTBHIBACTCS €€
MH(POPMALIMOHHOE B3aUMOJICHCTBUE c UHBIMU UH(POPMALMOHHBIMU cUCTEMaMH u
MH(POPMAIMOHHO-TEIEKOMMYHUKAITUOHHBIMU CETSIMHA, B TOM YHUCIIE ¢ MH(POPMALMOHHBIMH CHUCTEMaMH
YIIOJIHOMOYEHHOTO  JIMIa, a TakKe IPUMEHEHHE BBIUUCIUTENIBHBIX PECYpcoB  (MOIIHOCTEH),
MPEJOCTABISIEMBIX YIIOJTHOMOUYSHHBIM JIMIIOM JIJIsl 00paboTKH WH(pOpMAIIHH.

15.1. IIpu npoeKTUPOBaHUH CUCTEMBI 3aIIUThHI HH(OPMALUU HHOPMAITMOHHON CHCTEMBI:

OTIPEICIISIOTCS TUIBI CYOBEKTOB JIOCTYIIA (ITOJIB30BATEIH, IPOIECCHl M UHBIC CYOBEKTHI JIOCTYIIA) U
OOBEKTOB JOCTYIA, SIBISIOIIUXCS OOBEKTAMH 3alIUTHl (YCTPOHCTBA, OOBEKTHI (PAilIOBOM CHCTEMBI,
3alyCcKaeMble W HCIOJHSAEMbIE MOJIYJIM, OOBEKTHl CHUCTEMBbl YIpaBICHUsS Oa3aMH MaHHBIX, OOBEKTHI,
CO3/1aBaeMble MPUKIIATHBIM IPOTPaMMHBIM 00eCIiedeHHEM, HHBIE O0BEKTHI I0CTYIIA);

OTIPEAEISAIOTCS METO/Ibl YIIPABICHUS JOCTYIIOM (JIMCKPELMOHHBIN, MaHAATHBIHM, POJIEBON WM UHBIE
METOJIbI), THUNBI JOCTyna (YTEHHWE, 3aluCh, BBHIMOJHEHWE WM WHBIE THUIBl JOCTyMa) WU MpaBUia
pasrpaHudeHusl J0CTyna CyOBEKTOB JOCTyma K OOBbeKTaM JocTyna (Ha OCHOBE CIHCKOB, METOK
0€301MacHOCTH, POJIeH U UHBIX MPaBUI), MOAJNEKAIINE pEATU3ANH B UH()OPMAIIMOHHON CUCTEME;

BBIOMPAIOTCS. MEphl 3alUThl HWH(POpMAIUM, TMOJUISKAIINE peaTu3ald B CHUCTEME 3alllUThl
nHpopmanuy HHGOPMAITMOHHON CHCTEMBI,

ONpEAENAOTCS BUJBI W THUIBl CPEACTB 3alIUThl HH(OpManMH, OOECHEUMBAIOIINE pPEaTU3aLUI0
TEXHUYECKUX MEp 3alUThl MH(popMaIuu;

OTIPENIETISIETCSL CTPYKTYpa CHCTEMBI 3aIlUThl UHPOpMauu UHGOPMAIIMOHHONW CHCTEMBbI, BKIIFOYAs
cocTaB (KOJIMYECTBO) M MECTa Pa3MEILIEHHUs €€ IIEMEHTOB;

OCYIIIECTBIISIETCSI BBIOOP CPENCTB 3alIMTHl MH(OpMaLKU, CEPTHUPHUIMPOBAHHBIX HAa COOTBETCTBUE
TpeOoBaHUSAM 1O Oe30macHOCTH HH(OpMAIMHM, C YYeTOM HMX CTOMMOCTH, COBMECTUMOCTH C
MH(OPMALIMOHHBIMU TEXHOJOTHSIMH M TEXHUYECKUMHU CpeACTBaMM, (QYHKIMH O€30MacHOCTU 3STUX
CpPeACTB U OCOOCHHOCTEN MX pealn3alliy, a TakKe Kiacca 3allUIIeHHOCTH HH(POPMAITMOHHON CHCTEMBI;

OTIPENIETISIOTCST TpeOOBaHUS K IMapaMeTpaM HACTPOWKH MPOTPAMMHOTO OOECIeUeHUs, BKIIFOYast
MpOrpaMMHOE O0ecTieueHre CPECTB 3aUThl HH(OPMAIIUH, 00ECTICUHBAIOIINE PEATU3AIHIO MEDP 3aIIUTHI
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uH(pOpMaIINH, a TAK)KE YCTPaHEHHE BOZMOXKHBIX YA3BUMOCTEH WH(POPMAIIMOHHON CHCTEMBI, TPUBOISAIINX
K BO3HUKHOBEHHIO YTrpo3 0€3011acCHOCTH HH(POPMAIIH;
(8 pen. [Ipukaza ®CTOK Poccun ot 15.02.2017 N 27)

OTIPENENSIOTCS MEphl 3aIIuThl HHGOpManuu Npu HHOOPMAIIMOHHOM B3aMMOJICWCTBUH C HWHBIMU
I/IH(i)OpMaI_[I/IOHHLIMI/I CUucreMamMu n I/IH(bOpMaI_[I/IOHHO-TGHGKOMMYHI/IKaI_[I/IOHHBIMI/I CCTsIMHU, B TOM YHCIJIC C
WH(POPMAIIMOHHBIMHA CUCTEMaMH YIOJTHOMOUYEHHOTO JIUIA, a TAKXKE MPH MPUMEHEHUH BBIYMCIUTEILHBIX
pecypcoB (MOIIHOCTEH ), MPEAOCTABISEMBIX YIIOJTHOMOYSHHBIM JIMIIOM JIJIs 00paOOTKU HHPOPMAITUH.

Pe3ynbpTaThl NpPOEKTUPOBaHMS CHCTEMBl 3allUThl HH(OpManuu WHPOPMALMOHHOM CHCTEMBI
OTPaXaIOTCsI B MPOEKTHOM JOKYMEHTAMU (3CKHU3HOM (TEXHHUYECKOM) NpoekTe u (uwiam) B paboueit
JOKYMEHTAllMM) Ha MH()OPMAIMOHHYIO CHCTeMY (CHUCTEMY 3alllMThl MH(pOpPMALUU HH(GOPMALMOHHON
cucrembl), paspadareiBaeMbix ¢ yuetom ['OCT 34.201 "WudopmarmonHas texnosorus. Kommiekc
CTaHJapTOB HAa ABTOMaTU3UPOBAaHHbIE CUCTEMBI. Buibl, KOMIIJIEKTHOCTh U 0003HAaUYE€HUE IOKYMEHTOB IIPU
co3/1aHuU aBToMaTu3upoBaHHbIX cucteM" (anee - TOCT 34.201).

[lpoekTHass NOKyMEHTanusi Ha HWHOOPMAIMOHHYK CHCTeMy W (WJIH) €€ CHCTEMY 3alllHuThI
UH(OPMAIIMU TTOJUICKAT COTVIACOBAHUIO C ONEpPaTopoM HH(POPMAIMOHHOW CHCTEMBI B Cllydyae, €CJId OH
OIIpPEJIeJICH TAaKOBBIM B COOTBETCTBHUH C 3aKOHOJATEIbCTBOM Poccuiickoii ®Denepaniun K MOMEHTY
OKOHYAaHHA IMMPOCKTUPOBAHUA CUCTCMbI 3alIUTHI I/IH(i)OpMaIII/II/I I/IH(i)OpMaHI/IOHHOfI CHUCTEMBI U HEC SBIIACTCA
3aKa34MKOM JJaHHON MH()OPMAIIMOHHON CHCTEMBI.

[Ipy OTCYTCTBHMM HEOOXOJMMBIX CpPEICTB 3allUThl WHGOpPMAHUH, CEPTUPUIIMPOBAHHBIX Ha
COOTBETCTBHE TpPeOOBAHUAM IO OE30MaCHOCTH HH(pOpPMAIMK, OpraHu3yeTcs pa3paboTka (mopaboTka)
CPEICTB 3aIUTHl HHPOPMAIIMHA U UX CePTH(HUKAINSI B COOTBETCTBHH C 3aKOHOJATEIBCTBOM Poccuiickoi
denepanyy WM MPOU3BOIUTCS KOPPEKTHPOBKA MPOCKTHBIX PEIICHH 10 WH()OPMAIMOHHOW CUCTEME U
(wm) ee cucteMe 3amUTBl MHPOPMAIUU C y4eTOM (YHKIIMOHAIBHBIX BO3MOXKHOCTCH HWMEIOIIMXCS
cepTU(UIIMPOBAHHBIX CPENICTB 3aLTUTHl HHGOPMAIUH.

[Ipy  [OpOEKTHPOBAaHMM  CHUCTEMBI  3allUThl  HMHGpOpManuu  UHGOPMAIMOHHONM  CHCTEMBI,
(GYHKIIMOHMpPOBAaHUE KOTOpPOW mpeanosaraercss Ha 0Oa3ze HH()OPMAIMOHHO-TEIEKOMMYHHKAIIMOHHON
MH(QPaCTPyKTyphl LIEHTpa 00pabOTKM JAaHHBIX, I OJIOKUPOBAHMS AKTyalbHBIX YIpo3 O€3011acCHOCTH
uHboOpMalUM  MOTYT  ObITh HPHUMEHEHbl Mepbl 3alUThl  WMHPOpPMAlUU, peaJu3yeMble B
MH(OPMALIOHHO-TEIIEKOMMYHUKAIITMOHHON HHPPACTPYKTYpe LIEeHTpa 00pabOTKU JaHHbIX.

(a63arn BBeneH [Ipukazom ®CTOK Poccun ot 28.05.2019 N 106)

15.2. Pa3paboTka »3KCIUTyaTallMOHHOM JOKYMEHTallMd Ha CHUCTEMY 3allUThl HH(OpManuu
MH(POPMALIMOHHON CHUCTEMbI OCYIIECTBIISIETCS B COOTBETCTBUM C TEXHHYECKMM 3aJjaHHEM Ha CO3/IaHUe
MH(OPMALIMOHHON CHCTEMBbI U (MJIM) TEXHUYECKUM 3aJaHMeM (YacTHBIM TEXHHYECKUM 33aJaHHEM) Ha
CO3JIaHHE CUCTEMBI 3alUThl HH(OPMAIIMA HHPOPMALIMOHHON CUCTEMBI.

OKcIlyaTalluOHHAs JOKYMEHTAIMs Ha CUCTEMY 3allUThl HH(pOpMauu NHPOPMAITMOHHON CUCTEMBI
pazpabarbiBaercs ¢ yuerom ['OCT 34.601, TOCT 34.201 u I'OCT P 51624 u pomkHa B TOM 4HUCIe
COJIEp>KaTh ONUCAHHUE!

CTPYKTYPBI CUCTCMBI 3allIUThI HH(bOpMaL[I/II/I I/IH(I)OpMaI_II/IOHHOI‘/’I CHUCTCMBI,

CcOCTaBa, MECT YCTAHOBKH, IapaMeTpPOB U MOPAIKAa HACTPOMKU CPEACTB 3aIlIMTHl MH(POpMAIUH,
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mporpaMmMHOIO o0ecreueHHs U TEXHUYCCKUX CpCACTB;
IIpaBUJI OKCILTyaTallud CUCTEMBI 3alllUThL I/IH(i)OpMaI_II/II/I PIH(i)OpM&HHOHHOfI CHUCTCMBI.

15.3. IIpyu MakeTHpOBaHMH M TECTUPOBAHHHM CHCTEMBI 3aIIUTHl WH(pOpMAIMHU HH()OPMAITMOHHOU
CUCTEMBI B TOM YHUCJIE OCYILECTBIISIOTCA:

poBepKa paboTOCHOCOOHOCTH U COBMECTUMOCTH BBIOPAHHBIX CPENICTB 3alIUTHl WH(POpMALUU C
MH(GOPMALMOHHBIMH TEXHOJOTHAMH U TEXHUUYECKHUMHU CPEJCTBAMU;

NPOBEPKA BBHIMOJIHEHHUS BHIOPAHHBIMU CPEACTBAMH 3aIlUTHl MH(pOpMaruu TpeOOBaHUI K cUCTEME
3alUThl HH(pOPMALMK UHPOPMALIMOHHON CUCTEMBI;

KOPPEKTUPOBKA MPOCKTHBIX PEIICHHA, Pa3pabOTaHHBIX MPH CO3MaHUHM MH()DOPMAIIMOHHOW CHUCTEMBI
1 (WJIM) CHUCTEMBI 3alIUThl HHPOPMAIIMK HHPOPMAITMOHHON CUCTEMBI,

a63an uckimoveH. - [Ipukaz ®CTIK Poccuu ot 15.02.2017 N 27.

MaKeTI/IpOBaHI/IC CHUCTCMbI 3alIUThI I/IH(1)OpMaI_II/II/I HH(I)OpMaHHOHHOﬁ CUCTCMBI N €€ TCCTHUPOBAHHC
MOKCT MPOBOAUTHECA B TOM UYHUCIC C HCIOJB30BAHUCM CpCACTB M MCTOAOB MOICIUPOBAHUA
I/IH(bOpMaI_[I/IOHHLIX CHCTEM M TEXHOJIOTHH BUPTYyAJINU3alUH.

BHegpeHue cuctembl 3awmTtbl MH(popmaumm MHHOPMaLMOHHON CUCTEMBI

16. BHenpeHue CHCTEMBbI 3alIUThl HHPOpPMANUK HHPOPMALMOHHOW CHUCTEMbI OpPraHH3YeTCs
obmanareneM HHPOPMALINH (3aKA3YHKOM).

BHenpenue cucteMbl 3amuTbhl MHGOpPMALUU HHMOPMALMOHHOW CHUCTEMBI OCYILIECTBISETCS B
COOTBETCTBUM C NMPOEKTHOM M SKCIUIyaTallUOHHOW JOKYMEHTAIlMell Ha CUCTeMY 3alluThl MH(pOpMaluu
MH(GOPMALMOHHOM CUCTEMBI U B TOM UYHUCIIE BKIIOYALT:

YCTaHOBKY U HACTPOWKY CPEJCTB 3alUThl HHPOPMAIIMU B HHPOPMAIIIOHHON CHUCTEME;

pa3paboTKy JTOKYMEHTOB, ONMPEACSISIIONIMX MPaBUia U MPOLEAYPhl, peallu3yeMble ONEepaTopoM Jis
oOecrieueHuns 3anuThl UHGOpPMAIMU B MHGOPMAIIMOHHONW CHUCTEME B XOJI€ €€ JKCIUTyaTalnuu (jnanee -
OpraHHU3aIMOHHO-PACTIOPSAUTENbHBIE JOKYMEHTHI 10 3alIuTe HHGOpMAIUN);

BHE/JPEHNE OPTaHU3AIMOHHBIX MEp 3alIUThl HUHPOPMAIUY;
npeBapUTeNbHbIE UCTIBITAHUS CUCTEMBI 3aIUThl HHPOPMAUU UH(HOPMAIIMOHHON CUCTEMBI;
OTIBITHYIO KCILTYaTalluI0 CUCTEMBI 3alIUThl HHPOPMAIIUU HHPOPMAIIMOHHON CHCTEMBI;

aHamu3 ysA3BUMOCTEH MH(OPMAIIMOHHOW CHCTEMBI U HPUHATHE Mep 3allUThl MH(OpMAIMHK MO UX
YCTPaHEHUIO;

MMPUEMOYHBIC UCTIBITAHUSA CUCTECMbI 3alIIUTHI I/IH(I)OpMaI_II/II/I I/IH(I)OpMaLII/IOHHOI‘/’I CHUCTCMBEI.

K BHeapenuto cucreMbl 3amuThl HHGOpMaNMKM HMHMOPMALIMOHHOM CHCTEMBbI IPUBJIEKAETCS
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oreparop HMH(OPMAIIMOHHOW CHUCTEMBbI B Cilydae, €ClIM OH ONpEIENICH TaKOBBIM B COOTBETCTBHH C
3akoHoJaTenbcTBOM Poccuiickoit dexepanun K MOMEHTY BHEAPEHHS CHUCTEMBbI 3alUThI MH(POPMALUU
MH(POPMALIMOHHOMN CUCTEMBI U HE SBISETCS 3aKa3YMKOM JTAHHOH MH(OPMAIIMOHHON CHCTEMBI.

16.1. YcraHOoBKa ¥ HACTpOWKa CPECTB 3aIMUTH HH(DOpMAIK B UHPOPMAIIMOHHON CUCTEME JTODKHA
MIPOBOANTHCS B COOTBETCTBHUU C DKCIUTYaTAlIMOHHOW JOKYMEHTAIIMEH Ha CUCTEMY 3aIUTHl HHPOPMAIHH
MH(OPMALIMOHHON CUCTEMBI M IOKYMEHTAallMel Ha CPeICTBA 3alUThl HH(OPMALIUU.

CpeactBa  3amuThl  WHGOpMAIlMK, YCTaHABIMBAeMble B  HWH(DOPMAIMOHHOW  CHUCTEME,
byHKIMOHMpYIOIIEH Ha 0a3e WHQPOPMAIMOHHO-TEICKOMMYHUKAIIMOHHOW WH(PACTPYKTYphI IEHTpa
00pabOTKM MaHHBIX, JOJKHBI OBITH COBMECTHMBI MEXIy CO00#, a TakKe CO CpPEIACTBAMH 3alllUTHI
nHpOpPMAIINHY, YCTAaHOBJICHHBIMUA B HH()OPMAIIMOHHO-TEIIEKOMMYHHKAIIMOHHONH MHPPACTPYKType LEHTpa
00pabOTKH JTaHHBIX.

(a63an BBenen Ipukazom ®CTIK Poccun ot 28.05.2019 N 106)

16.2. Pa3pabaTpiBacMble  OpPraHHU3AIMOHHO-PACTIOPSANTEIBHBIC  JIOKYMEHTHI 10  3alluTe
WHGOPMAIIMHU JOJDKHBI ONPEIEIISATh MPABUIIA U TPOIETYPHI:

yrpaBiieHus (aAMUHUCTPUPOBAHHS) CHCTEMOM 3alUThI HH(POpMAIMKA HHPOPMAITHOHHOW CHCTEMBIL;

BBISIBJICHUSI MHIIUJIEHTOB (OJHOTO COOBITHUSI WJIM TPYMIBI COOBITHI), KOTOPbIE MOTYT NMPUBECTH K
cO0sIM WM HapyImIeHUI0 (YHKIIMOHUPOBAHUS WH(OOPMAIMOHHOW CHUCTEMBI U (WJIH) K BO3HUKHOBEHHIO
yrpo3 0e3onacHoCTH MHPOPMAIUH (Janee - HHIIUICHTHI), 1 pearupoBaHUs Ha HUX;

yIpaBiieHUs] KOH(QUTypaluei aTTecCTOBaHHOW HH(OPMAIIMOHHONW CHUCTEMBI M CHUCTEMbI 3allUTHI
uHpopManuu MHPOPMALMOHHONW CUCTEMBI;

KOHTPOJIST (MOHUTOPHHTA) 32 00ECIICYCHHEM YPOBHS 3alUIIEHHOCTH MH(POPMAIIUH, COAepIKalIencs
B UH(OPMALIMOHHOM CUCTEME;

3amUThl MHPOPMAIMU TIPHU BBIBOJIE W3 OJKCIUTyaTaldd WH(GOPMAIMOHHON CHCTEMBI WJIH TIOCIE
MPUHATHUS peleHust 00 OKOHYaHUU 00pabOTKU MH(OPMAIIH.

16.3. IIpu BHeApEeHUN OpraHU3ALMOHHBIX MEP 3alUThl HH(HOPMALIUN OCYIIECTBISIOTCS:

peanuzanus MpaBWJI pa3TPaHUUEHUs AOCTYIA, PErJaMEHTHPYIOIIMX MpaBa JOCTyNa CyOBEKTOB
)IOCTyrIa K 06"I)CKTaM )IOCTyrIa, U BBCICHUC Ol'”paHI/ILIeHI/II\/’I Ha HeﬁCTBHﬂ HOJ'II)3OBaT€J'I€I\/’I, a TAaKXE Ha
W3MEHEHUE YCIIOBUH AKCIUTyaTalllH, COCTaBa U KOH(QUTYpallMH TE€XHUYECKHX CPEICTB U MPOTPAMMHOIO
o0OecIieueHus;

IIPOBEPKA MOJHOTHI U JACTAIBHOCTU ONKMCAHKSA B OPraHU3aLMOHHO-PACIIOPAAUTENBHBIX JTOKYMEHTAX
0 3aluTe UHpOpMaMK AEUCTBUN NOJB30BaTENeH U aIMUHUCTPATOPOB UHPOPMAIIMOHHON CUCTEMBI TIO
peanu3aly OpraHu3alMOHHBIX Mep 3alUThl HH(popMaIuy;

0TpaboOTKa AEUCTBUN JOKHOCTHBIX JIMI] U TOJpPAa3/IeieHU, OTBETCTBEHHBIX 3a pean3alliio Mep
3alIUTHI UH(OPMAIIHH.

16.4. TlpeaBapuTenbHble UCIBITAHUS CUCTEMBI 3alIUThl MH(POpMAMU MHPOPMAIIMOHHON CHUCTEMBI
npoBojsitcst ¢ yderom [OCT 34.603 "UndopmanuoHHass TeXHONOTHsA. Buasl ucnbITaHuit
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aBToMatu3upoBaHHbIX cucteM" (manee - [OCT 34.603) u BKIIOYAIOT MPOBEPKY pabOTOCIIOCOOHOCTH
CHCTEMBl 3aIluThl HHQOpMAnUK WHPOPMALMOHHON CHCTEMBI, a TaKKXe IMPHHITHE pPEIICHHUs O
BO3MOKHOCTH OTBITHOM 3KCILTyaTalluy CHCTEMBI 3aIIUTHI HHPOPMALUU HH)OPMALMOHHON CUCTEMBI.

16.5. OmpITHas SKcIUTyaTanysi CHUCTEMBI 3alIUTHl HWHQPOPMAIMM HWHPOPMAIMOHHOW CHUCTEMBI
npoBoutcs ¢ yuerom ['OCT 34.603 u BritoyaeT HpOBEpKY (YHKIMOHHUPOBAHUS CHCTEMBI 3aIUTHI
uHpOpMaMu WHPOPMAIIMOHHOW CHUCTEMBI, B TOM YHCIIE PEATM30BAaHHBIX MEp 3aIlUTHl MH(OpManuu, a
TaKXXe TOTOBHOCTH MOJIb30BAaTEICH U aIMHHHUCTPATOPOB K HKCILUTyaTAIlMH CHCTEMBI 3alIUTHl HHPOPMALUU
UH()OPMAIIMOHHON CHCTEMBI.

16.6. Anamu3 ys3BUMOCTed WH()OPMAIMOHHOW CHUCTEMBI MPOBOIAUTCS B IENAX OLCHKH
BO3MOYKHOCTH ITPEOIOJICHUS] HAPYIIUTEIIEM CHCTEMbI 3aIUThl HHPOpMaIuy nHOPMAIIMOHHON CUCTEMBI
Y TIPEIOTBPAIICHHS peaIU3aIK YTPo3 0€30MacHOCTH HHPOPMAIUH.

AHnanu3 ys3BUMOCTEHl HH(OPMALIMOHHOM CHCTEMbl BKIIOYAET aHAIU3 YSI3BUMOCTEH CpeJCTB
3amMThl MHGOpPMAIMK, TEXHUYECKHX CPEACTB M MPOrpaMMHOTO obecneueHus WHGOPMAIMOHHON
CUCTEMBI.

[lpu anamuze ys3BUMOCTEH HH(OPMAIIMOHHOW CHCTEMBI IPOBEPSIETCS OTCYTCTBHUE HM3BECTHBIX
YA3BUMOCTEH CpeACTB 3allUThl MHPOPMALUHU, TEXHUUECKUX CPEACTB M IMPOrpaMMHOro oOecredyeHus, B
TOM 4YHUCIIE C Yy4eToM HWH(POpPMAlUHU, HMEIoLeHcs y pa3paboTUYMKOB M TIOINYYEHHOW W3 JPYTHX
OO0IIE0OCTYHBIX UCTOYHUKOB, IPABUIBHOCTh YCTAHOBKM M HACTPOMKHU CPEJCTB 3alIUThl MHPOPMALIUHY,
TEXHUYECKHX CPEJICTB M MPOrPAMMHOTO 0OECIEUEHUs, a TAKKe KOPPEKTHOCTH Pa0OTHI CPECTB 3AIIUTHI
MHGpOpMaLUU IPU UX B3aUMOACHCTBUYU C TEXHUUYECKUMU CPEJICTBAMU U IPOTPAMMHBIM 00€CIIE€YeHHEM.

B CJIy4ac BbIABJICHUS y;[?,BI/IMOCTeI‘/JI HH(i)OpMaHHOHHOﬁ CHUCTCMbI, ITPUBOJAIINX K BO3ZHHKHOBCHHIO
AOHNOJHUTCIIBHBIX  YI'PO3 0e30macHOCTH I/IH(I)OpMaI_II/II/I, poBOAUTCA YTOUHCHHEC MOLCINU YI'PO3
0e30macHOCTH I/IH(l)OpMaHI/II/I u 1Ipu HCO6XOI[I/IMOCTI/I MNPUHHUMAIOTCA JOMOJHUTCIIBHBIC MCEPbI 3alllUTHI
I/IHCI)OpMaI_[I/II/I, HaIlpaBJICHHBIC Ha YCTPAHCHUC BBISABIICHHBIX y5I3BHMOCTeI>’I NN HCKIYaromme
BO3MOXHOCTD HUCIIOJIb30BAHHA HAPYIIUTEIICM BbISABJIICHHBIX y5[3BI/IMOCT€I\/'I.

[To pe3ynpTaTaM aHanmM3a YSA3BHUMOCTEH JOHKHO OBITH MOATBEPXKACHO, YTO B MH(OPMAIIMOHHOM
CHUCTEME OTCYTCTBYIOT YSI3BUMOCTH, COZEp Kaluecs: B OaHKe JaHHBIX yrpo3 0e30macHoCTH WHpOpMaIuu
OCTIK Poccun, a Takxke B MHBIX UCTOYHHKAX, WM MX HCIOJIb30BaHUE (IKCIUTyaTallMsl) HapyIIUTEIeM
HEBO3MOKHO.

(a63an BBenen Ipukazom ®CTIK Poccun ot 15.02.2017 N 27)

16.7. IlpueMouHblE HCIBITAHUS CUCTEMBI 3aLIUTHl MHPOpPMAUK HHYOPMALMOHHOW CUCTEMBI
npoBojstest ¢ yuerom ['OCT 34.603 u BKIIOYAIOT MPOBEPKY BBHIMOJIHEHUS TpeOOBaHUI K cucTeMe
3auThl UHGOpMaMM HHPOPMAIIMOHHOM CHCTEMbl B COOTBETCTBUM C TEXHUYECKUM 3aJaHUEM Ha
co3llaHiue MH(OPMAIMOHHONW CHUCTeMBbl M (WJIM) TEXHUYECKUM 33JaHHEM (YacTHBIM TEXHMYECKHM
3aJlaHuEM) Ha CO3/1aHHE CUCTEMBI 3alIUThl HHPOPMAIIUN HHPOPMAIIIOHHON CHCTEMBI.

ATtTectauun MHCbOpMaLI,VIOHHOﬁ cCUcTeMbl U BBOA ee B AenUcTBme
17. Arrectauusi uHGOPMAIMOHHOM CHUCTEMbl OpraHuszyercss obnajgarteneM HHpOpMaIu

(3aKa34MKOM) MJIM OMEPaToOpoOM U BKIIIOYAET NMPOBEJICHHE KOMILJIEKCA OPraHU3alMOHHBIX U TEXHUYECKUX
MEpPOINPUATHI (aTTECTAIIMOHHBIX HCIBITAHHUI), B pe3yJbTaTe KOTOPBIX IMOATBEPKIAETCS COOTBETCTBUE
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Mpuka3 ®CT3IK Poccum ot 11.02.2013 N 17
(pen. ot 28.05.2019)
"06 yTBeEpxAeHUM TpeboBaHuMi 0 3almuTe MHGOPMaLMK, He COCTaBAsIo. ..

[JokymeHT npepoctasneH KoHcynbTaHTI0C
[aTa coxpaHeHus: 23.01.2023

CHCTEMBI 3aIIUTHI HHPOPMALIUU HHPOPMAITMOHHON CHCTEMBbI HACTOSIIUM TpeboBaHUSM.

[TpoBeneHue aTTeCTALlMOHHBIX WCHBITAHWA HMH(OPMALMOHHON CUCTEMBI JOJKHOCTHBIMM JIUIIAMU
(paOOTHHUKAMH), OCYILECTBISIOUIMMH IPOEKTUPOBaHME U (WJIM) BHEAPEHUE CHUCTEMBI 3alUThI
uHpopManuu HHGOPMALIMOHHON CUCTEMBI, HE JOITyCKAETCsl.

(ab3an BBeneH Ilpukazom @CTOK Poccunm or 15.02.2017 N 27; B pen. Ilpukaza ®CTIOK Poccun ot
28.05.2019 N 106)

17.1. B kauecTBe UCXOTHBIX JAHHBIX, HEOOXOAMMBIX JJIsl aTTeCTAlMK UHPOPMALMOHHON CUCTEMBI,
UCIOJIB3YIOTCS MOJIENb yrpo3 Oe30macHOCTH HMH(OpMAlMM, aKT Kiaccudukanuu HHPOPMAIMOHHOM
CHCTEMBI, TEXHUYECKOE 33/IaHue Ha CO3/laHie MH()OPMAIIMOHHON CUCTEMBI U (MJIM) TEXHUYECKOE 3a/1aHue
(uacTHOE TEXHHUYECKOE 3aJaHhe) Ha CO3JaHHe CHUCTeMbl 3alIUThl HMHQOpMAIMH HHGOPMALUOHHON
CHCTEMBI, IpPOEKTHAas W SKCIUTyaTallMOHHAs JIOKYMEHTAllMs Ha CHCTEMY 3alluThl HH(OopMaImu
MH(OPMALIMOHHON CUCTEMBI, OPraHU3aI[MOHHO-PACIOPSAIUTENbHBIE IOKYMEHTHI 1O 3alluTe HH(GOpMaIuHy,
pe3yabTaThl aHAIW3a YSA3BUMOCTEH HMH(POPMAIMOHHOW CHUCTEMBI, MaTepHalbl IPEIBAPUTEIBHBIX U
MIPUEMOYHBIX HCIBITAHUNA CHUCTEMBI 3aIlIUThl UH(OpMauu WHGOPMAIMOHHONW CHCTEMBI, a TaK)KE€ WHBIC
JIOKYMEHTBI, pa3pabdaTbiBa€MbI€ B COOTBETCTBUM € HacToAMUMH TpedoBaHUsAMHU.

17.2. Atrectanus WHGOPMAIIMOHHOW CHCTEMbI MPOBOJIUTCS B COOTBETCTBHHM C IPOTPAMMON H
METOJIMKAMH aTTECTAIMOHHBIX HUCIIBITAHUN 10 Hadana o0paboTku mHGOpMAIUH, MOJIeKAIISH 3alliTe B
uHpopMaoHHON cucteme. s mpoBeneHus arTecTaluy WHGOPMAIMOHHOW CHCTEMbI MPUMEHSIOTCS
HallUOHAJBHBIC CTAHIAPTHI, a TAKXKE METOJAMYECKHE JIOKYMEHTBI, pa3paOOTaHHBIE U YTBEP)KICHHbBIC
OCTIK Poccun B cootBeTcTBUM ¢ noAnyHKTOM 4 myHkta 8 I[lonoxkenus o @enepaibHOl ciayxbOe 1Mo
TEXHUYECKOMY UM OJKCIIOPTHOMY KOHTPOJIO, YTBepKAeHHOro Ykazom IIpesumpenta Pocculickon
®enepauun ot 16 aBrycra 2004 r. N 1085.

[lo pemenuto 3aka3umika (ornepaTropa) aTTECTAIMOHHBIC HCIBITAHUS MOTYT OBITh COBMEIIEHBI C
MPOBEICHUEM MMPUEMOUYHBIX UCTIBITAHUN HHPOPMAITIOHHON CHUCTEMBI.
(a63arn BBeneH [Ipukazom @CTIK Poccuu ot 28.05.2019 N 106)

[To pe3ynbTaTaM aTTECTAIIMOHHBIX HWCHBITAHUNA OQOPMIISIIOTCS MPOTOKOIBI aTTECTAI[MOHHBIX
WCTIBITAHUHM, 3aKIIOYEHHE O COOTBETCTBMU WH(OPMAIIMOHHON CHUCTEMBI TpPEOOBAHUSM O 3alUTe
nH(pOpMallUM M aTTecTaT COOTBETCTBHUS B Cllydyae IOJOKUTENbHBIX PE3yJIbTaTOB AaTTECTAI[MOHHBIX
HUCIBITAaHUH.

[Ipy mpoBeAeHUM aTTECTAIMOHHBIX WCIBITAHUA JIOJDKHBI TPUMEHSTHCS CIEAYIOUINE METOIbI
IIPOBEPOK (UCIIBITAHUMN):
(a63ar BBemen IIpukazom @CTIK Poccunm ot 15.02.2017 N 27)

OKCIEPTHO-TOKYMEHTAIBHBIA METOJI, TPEAYCMAaTPUBAIOIINN TPOBEPKY COOTBETCTBUSI CHCTEMBI
3alMThl  MHPOPMALMU HHPOPMALMOHHON CHCTEMBl YCTAHOBJIIEHHBIM TpeOOBAaHUSAM 10 3allIUTe
nHpOpMaInHy, Ha OCHOBE OLIEHKHU AKCILTYaTaI[MOHHOU JIOKYMEHTAITUH,
OpraHU3aIIOHHO-PACTIOPSIUTENIBHBIX TOKYMEHTOB 10 3alluTe WHGPOpPMAlUU, a TaKkKe YCIOBH
(GyHKIIMOHUPOBaHUS UH()OPMALIMOHHON CUCTEMBI;

(a03an BBesieH [Ipukazom @CTOK Poccum ot 15.02.2017 N 27)

aHAIN3 YSA3BUMOCTEH HMHQOPMAIIMOHHOM CHUCTEMBI, B TOM YHKCJE BBI3BAaHHBIX HENPaBUIHLHON
HACTPOUKOH (KOH(PHUTypHpOBaHUEM) TPOrPAMMHOT0 00ECIIeUeHUs U CPECTB 3alUThl HH(popMaIumy;
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Mpuka3 ®CT3IK Poccum ot 11.02.2013 N 17
(pen. ot 28.05.2019)
"06 yTBeEpxAeHUM TpeboBaHuMi 0 3almuTe MHGOPMaLMK, He COCTaBAsIo. ..

[JokymeHT npepoctasneH KoHcynbTaHTI0C
[aTa coxpaHeHus: 23.01.2023

(a63an BBeneH Ilpukazom ®CTOIOK Poccun ot 15.02.2017 N 27)

UCTIBITAaHUS ~ CHUCTEMBl  3allUTBl  MHQOpPMAIMKM  HyTeM  OCYIIECTBICHUS  MOIBITOK
HECaHKIIMOHHPOBAHHOTO JOCTyMa (BO3JCUCTBUSA) K MHPOPMAIIMOHHON cHUCTEME B 00XOIl €€ CHUCTEMBI
3aMUTHl HH(OPMAIUH.

(a63an BBeneH Ilpukazom ®CTOK Poccun ot 15.02.2017 N 27)

17.3. Jlomyckaercs arrTectanus HWHPOPMAIIMOHHOW CHCTEMBbl Ha OCHOBE PE3yJIbTaTOB
aTTECTAIlMOHHBIX  HCIBITAHUW  BBIICJICHHOTO HAa0Opa CErMEHTOB HH(OPMAIIMOHHOW  CHUCTEMBI,
peaIM3YIONIUX MOJIHYI0 TEXHOJIOTHIO 00paboTKu UH(popMauu.

B sToMm cnyyae pacpocTpaHeHue aTTecTara COOTBETCTBUS Ha JPYrue CErMEHTH HHPOPMALMOHHOM
CHCTEMBbl OCYILIECTBISICTCA NPU YCIOBHUM HMX COOTBETCTBHUSI CErMEHTaM HH()OPMALMOHHOW CHCTEMBI,
MPOLIE/IIINM aTTECTAl[MOHHBIE UCIIBITAHNUS.

CerMeHT CUMTaeTcsi COOTBETCTBYIOIIMM CErMEHTY HH()OPMAIMOHHOW CHCTEMBbl, B OTHOLICHUHU
KOTOpPOTr0 ObUIM MPOBEIEHBI aTTECTALIMOHHbIE UCTIBITAHUS, €CIIU Ul YKa3aHHBIX CETMEHTOB YCTaHOBJIEHBI
OJIMHAKOBbIE KJIACChHI 3aLUILEHHOCTH, Yrpo3bl 0€30MaCHOCTH MH(OPMALMH, PEaTU30BaHbl OJUHAKOBbIE
MIPOEKTHBIE PEIIEHUS 110 HH()OPMAIIMOHHON CHCTEME U €€ CUCTEME 3aIIUTHI HHPOPMAIIUH.

CooTBeTCTBHE CErMeHTa, Ha KOTOPbIM pacrnpocTpaHsieTcss arTecTaT COOTBETCTBHS, CErMEHTY
MH(POPMAIIMOHHON CHUCTEMBI, B OTHOIIEHWH KOTOPOTO OBLIM MPOBEICHBI aTTECTAIMOHHBIC UCIIBITAHUS,
MOATBEP)KAACTCI B XOJA€ IMPHEMOYHBIX WCIBITAaHHH HH()OPMALMOHHON CHCTEMBl WM CErMEHTOB
WH(POPMAIIMOHHON CUCTEMBI.

B cermenTtax nH()OpPMALIMOHHOW CHUCTEMBI, HA KOTOPBIE PACHIPOCTPAHSAETCS aTTeCTaT COOTBETCTBUSA,
orepaTopoM OOECHEUMBAETCA COONIOJCHHUE JKCIUTYyaTallMOHHOM JOKYMEHTAllMM Ha CHUCTEMY 3alUThl
uHpopmanuu WHGOPMAIMOHHONW CHCTEMBl M OPraHW3alMOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTOB IIO
3amuTe HHPOpMaIu.

OcobeHHOCTH aTTecTaluu MH(MOPMALMOHHONW CHUCTEMbl Ha OCHOBE PE3yJIbTaTOB aTTECTAI[MOHHBIX
UCIBITAaHUN BBIIEJICHHOIO Habopa €€ CErMEHTOB, a TaKK€ YCIOBUS U MOPAJOK pPACIPOCTPaHEHUS
aTTecTaTa COOTBETCTBMS Ha JIPyTHe CErMEHThl HH(POPMALMOHHON CUCTEMBI ONPENeNIoTCs B IporpaMmme
Y METOJMKAX aTTECTALIMOHHBIX MCIBITAHNN, 3aKIFOYEHUH U aTTECTATE COOTBETCTBHUSL.

17.4. AtTectaT COOTBETCTBHS BBIAAETCS HAa BECh CPOK SKCILTyaTallMd MH(MOPMAIIMOHHONW CHCTEMBI.
Omnepatop (obmamatens WH(OpMAIMK) B XOJE HKCIUTyaTallid WH(POPMAIMOHHOM CHCTEMBI JOJIKEH
obecrieunBaTh MOJIEP)KKY COOTBETCTBHMS CHUCTEMbI 3alllUThl MH(OpMAIMM aTTeCTaTy COOTBETCTBUS B
pamKax peanusalii MEpONpUSATHI, IPeTyCMOTPEHHBIX MYHKTOM 18 Hacrosmux TpeboBaHU.

(m. 17.4 B pen. [Ipuxaza ®CTIK Poccun ot 28.05.2019 N 106)

17.5. BBom B geiictBue WHGOPMAIMOHHOW CHCTEMBI OCYIIECTBIISETCS B COOTBETCTBUU C
3akoHoAaTenscTBOM Poccuiickoit ®@enepanun 06 mHboOpManuu, HHPOPMAIMOHHBIX TEXHOJOTHUAX U O
3amute naopmaruu u ¢ yaerom ['OCT 34.601 u mpu HAIMYUW aTTECTaTa COOTBETCTBHUSI.

17.6. IndopmarimonHsle cucTeMbl, (yHKIIMOHUPYIOIHE Ha 6a3e o0miei nHPpacTpyKTypsl (CpencTB
BBIUHUCIUTENbHON TEXHHKH, CEpPBEPOB  TEJIEKOMMYHHKAIMOHHOTO OOOpYyIOBaHUS) B KadecTBe
MPUKIIAJHBIX CEPBUCOB, MOJIEKAT aTTECTALMU B COCTABE YKa3aHHOW HHPPACTPYKTYPHI.
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Mpuka3 ®CT3IK Poccum ot 11.02.2013 N 17
(pen. ot 28.05.2019)
"06 yTBeEpxAeHUM TpeboBaHuMi 0 3almuTe MHGOPMaLMK, He COCTaBAsIo. ..

[JokymeHT npepoctasneH KoHcynbTaHTI0C
[aTa coxpaHeHus: 23.01.2023

B cirydae eciu nH(pOpMaMOHHAS cucTema co3maercs Ha 0aze
WH(POPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHOW ~ HMHQPACTPYKTYpHl ~ IIEHTpa  OOpabOTKM  JaHHBIX
YIIOJIHOMOYEHHOT'O JIMIA, TaKasi MHPPaACTPYKTypa HEHTpa 00padOTKH JaHHBIX JOJDKHA OBITh aTTECTOBAaHA
Ha COOTBETCTBHE HACTOSIIIUM TpeOOBaHUSM.

(8 pen. [Ipukaza ®CTOK Poccun ot 28.05.2019 N 106)

[Mpu arrecranuu HHOOPMAIIMOHHOW CUCTEMBI JIOJDKHBI HCIIOJIB3YIOTCS PE3yJIbTaThl aTTECTAIUd
o0mieit nHPpacTPyKTypsI onieparopa HHHOPMAIMOHHONW CUCTEMBI.
(n. 17.6 BBenen IIpukazom ®CTIK Poccunm ot 15.02.2017 N 27)

Ob6ecneyeHune 3awmTbl MH(hOopMaLUK B Xoae 3KCnyaTauum
aTTecToBaHHOM MHPOPMALMOHHON CUCTEMbI

18. Obecneuenue 3amuThl HHPOPMALIUU B XO€ SKCILITyaTalluyd HHPOPMAILIMOHHON CUCTEMBI TOJIAKHO
OCYHIECTBIISITBCS ~ ONEPaTOpOM B COOTBETCTBUM C  OKCIUTyaTallMOHHOW  JOKyMEHTaUWed u
OpTaHU3aIMOHHO-PACHIOPSIAUTEIBHBIMUA JTOKYMEHTaMH 110 3aIIUTe HHPOPMALIMU U BKIIIOYATDH CIIEIYIOIINE
MEpOTIPUSATHSL:

IUTAHUPOBAHKME MEPOTIPUATHIA TIO 3anIuTe HHPOpMAIK B HHOPMAIIMOHHOMN CUCTEME;

aHanu3 yrpo3 0ezonacHocTy MH(GOpMaLUU B HH(OPMALIMOHHOHN CUCTEME;

yIpasieHue (aAMAHUCTPUPOBAHHE) CUCTEMOH 3aIUTHl HHPOPMAIIU HH)OPMAITHOHHON CHCTEMBL;
ylpaBiieHue KOoH(purypauueil nHpopMalMOHHON CUCTEMBI U €€ CUCTEMOH 3aluThl HH(pOopMaIuuy;
pearupoBaHue Ha UHIU/ICHTHI;

uHpOpMHpOBaHUE U 00yUeHHE epCoHaNa HH(POPMALIMOHHON CUCTEMBI;

KOHTPOJIb 32 O0ECNeYeHHWEM YypPOBHSA 3AIIMIICHHOCTH HH(GOpPMAIMH, COJEpKameics B
MH(POPMAIMOHHOH cucTeMe.
(n. 18 B pen. Ilpukaza ®CTIK Poccun ot 28.05.2019 N 106)

18.1. B xoae ruiaHupoBaHUs MEPONPHUATUHN 1O 3alUTe HHPOPMALUU B HH(OPMAIIMOHHON CUCTEME
OCYILECTBIISIOTCS:

OIPECIICHUE JIMI, OTBETCTBEHHBIX 3a IJIAHUPOBAaHUE M KOHTPOJIb MEPOINPUATUN IO 3aIIUTe
nH(popManuu B ”HPOPMAITMOHHON CHCTEME;

OMPCACIICHUC JINL, OTBECTCTBCHHBIX 34 BBIABJICHNC HHIIUJACHTOB U PCATUPOBAHUC HA HUX;

pa3pa0oTKa, YTBEp)KJIEHHE M aKTyajdu3alus IUIaHa MEpONpHSATHH Mo 3ammre HHpOpManuu B
MH(OPMALIMOHHOM CUCTEME;

OMMpECACIICHUE TIOPAJKa KOHTPOJIA BBIIIOJIHCHUA MepOHpI/IHTI/Iﬁ o o0ecCIeueHuIo 3alllUThI
I/IH(I)OpMaI_[I/II/I B I/IH(l)OpMaLII/IOHHOI\/II CUCTCMEC, IPCAYCMOTPCHHBIX YTBCPIKICHHLIM IIJIAHOM.

[Tnan MeponpusTHil Mo 3amuTe HHPOpMaAMK B UHYOPMALIMOHHONW CUCTEME YTBEPIKIAETCSI BMECTE C
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Mpuka3 ®CT3IK Poccum ot 11.02.2013 N 17
(pen. ot 28.05.2019)
"06 yTBeEpxAeHUM TpeboBaHuMi 0 3almuTe MHGOPMaLMK, He COCTaBAsIo. ..

[JokymeHT npepoctasneH KoHcynbTaHTI0C
[aTa coxpaHeHus: 23.01.2023

IIpaBOBbBIM AKTOM OpraHa HUCIIOJIHUTEILHOM BJIACTH O BBOJC PIH(bOpMaL[PIOHHOI;'I CUCTCMBI B
OKCILTyaTaluro.

KOHTpOb BBIMOTHEHHUS MEPONPUATHN, MPEIYCMOTPEHHBIX IUTAHOM MEPOIPHUATHA TIO 3aIluTe
uHpopManud B HMHOOPMAIIMOHHOW CHCTEME, OCYIIECTBISCTCS B CPOKH, OIPEACICHHBIC yKa3aHHBIM
TUTAHOM.

(m. 18.1 B pen. [Ipukaza ®CTIK Poccunm ot 28.05.2019 N 106)

18.2. B xone ananmsa yrpo3 0e3onacHOCTH MHGOpMAIUU B WHPOPMAIIMOHHONW CUCTEME B XOJ€ €¢
IKCILTYaTAIUH OCYIIECTBIISIOTCS:

BBISIBJICHHE, aHATIM3 M YCTPAHEHUE YSI3BUMOCTEH HH(POPMAITMOHHON CHCTEMBI;
aHaJIM3 U3MEHEHHUs yrpo3 0e30nacHoCcTH MHPOPMaLUU B HH(OPMAILIMOHHON CUCTEME;

OLICHKa BO3MOXKHBIX TIIOCIIEACTBUH  peanu3anuyd yrpo3 Oe3omacHOCTH WHGPOpMANMKA B
MH(OPMALIMOHHOH cucTeMe.

[leppomu4HOCTE  TpPOBENCHHWS  yKa3aHHBIX  paboOT  ompenmensercs  OmeparopoM B
OpraHU3alOHHO-PACIIOPSIUTEIBHBIX TOKYMEHTAX I10 3alIUTe HH(POPMAIIH.
(m. 18.2 B pen. [Ipuxaza @®CTIK Poccun ot 28.05.2019 N 106)

18.3. B xome ympaBineHus (aAMHUHHCTPUPOBAHUS) CHCTEMOM  3amuThl  HUH(OpManuu
MH(POPMAIIMOHHON CUCTEMBI OCYIIECTBIISFOTCS:

OIIpeJIeTICHNUE JIUIl, OTBETCTBEHHBIX 3a YNpaBieHHE (aIMHHUCTPHPOBAHHE) CHCTEMOW 3alHUTHI
nHpopManuy HHPOPMAITUOHHONW CHCTEMBL;

YIIPABJICHUE YYETHBIMHU 3alMCSAMU IIOJIB30BATEICH U MOAJEpKAHUE B AKTYalIbHOM COCTOSHUH
MIpaBWJI pa3srpaHUYEHUs JOCTYNA B HH()OPMALIMOHHON CUCTEME;

yIIpaBJIEHUE CPEJICTBAMHU 3alUThl MH(OpMAIIMY HHPOPMALIMOHHOMN CHCTEMBI,

yhpaBjeHUEe OOHOBIIEHUSMU MPOrPaMMHBIX W MPOrpaMMHO-ANIapaTHbIX CPEACTB, B TOM 4HCIE
CpeACTB 3allluThl HMH(MOpPMAIMM, C YYETOM OCOOEHHOCTEH (YHKIMOHUPOBAHUS HHPOPMALMOHHON
CUCTEMBI;

[EHTPATN30BaHHOE YIPaBIEHUE CUCTEMOH 3aIUThl HHGOpMAIUU HH(HOPMAITMOHHON CUCTEMBI (TIpH
HEOOXOMMOCTH);

MOHUTOPHHT U aHAJIM3 3apETUCTPUPOBAHHBIX COOBITHH B MH(OPMAIIMOHHOIN CUCTEME, CBA3aHHBIX C
oOecrnieueHrneM 0€30MacHOCTH (Aajee - COObITHS 0€3011aCHOCTH);

obecrnieueHre (yHKIIMOHUPOBAHUS CUCTEMBI 3alIUTHI MHDOpMAUU WH(OPMAIMOHHONW CHCTEMBI B
XOJle ~ ee  OJKCIUTyaTallid,  BKIIOYas  BEJACHHE  OKCIUTyaTallHOHHOW  JIOKYMCHTAlMH |
OpraHU3aIOHHO-PACTIOPSANTENHHBIX JOKYMEHTOB IO 3aIUTe HHPOPMAIUH.

(m. 18.3 B pen. [Ipukaza ®CTIK Poccunm ot 28.05.2019 N 106)

18.4. B xone ympaBieHHs KOH(pUTypanuei WHPOPMAIMOHHON CHUCTEMBl U €€ CHCTEMbI 3alUThI
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nH(OPMALIUU OCYIIECTBISIOTCS:

OmnpeaAcIICHUE JIML, KOTOPBIM Pa3pCUICHBI HeﬁCTBHH II0 BHECCHHUIO M3MEHCHUM B KOHq)HpraHHIO
I/IH(i)OpMaI_[I/IOHHOI\/JI CUCTEMBI U €€ CUCTCMbI 3alllUThI I/IH(l)OpMaL[I/II/I, n ux HOJIHOMO‘-II/If/'I;

OIlpe/ieJIeHne KOMIIOHEHTOB MH(OPMAIMOHHOW CHCTEMBI M €€ CHCTeMbI 3alMuThl MH(opmanuy,
MOJUIeXKAIUX W3MEHEHHIO B paMKax YOpaBleHHS KoH(purypanueid (MaeHTUPHUKAIHMS OOBEKTOB
yIpaBJieHusT KOH(QUTypanuei): mporpaMMHO-anmapaTHble, POrpaMMHBIC CPEACTBA, BKIOYAsl CPEICTBA
3amMThl MH(MOPMAIMK, HMX HACTPOHKM W MPOTPAMMHBIA KOJ, OSKCIUTyaTallMOHHAs TOKYMEHTAaIus,
uHTepdeicel, (haiibl 1 HHBIE KOMIIOHEHTHI, OJICKAIe N3MECHEHUIO U KOHTPOJIIO;

yIpaBJieHUE U3MEHEHHUAMU HH(OPMAIIMOHHOW CHUCTEMbI M €€ CHCTEMBI 3aIIUThl MH(OpPMAIHH:
pa3paboTKa mapaMeTpoB HACTPOMKH, 00ECIeUNBAIONINX 3aIIUTy WH(GOPMAaLUY, aHAJIN3 MMOTEHIIMAILHOTO
BO3JCHCTBUS IUIAHUPYEMBIX M3MEHEHHUH Ha olecreueHue 3auuTbhl MH(GOpMalluu, CAaHKIHMOHHPOBAHUE
BHECEHUS! HM3MEHEHUN B HHPOPMAIMOHHYIO CHCTEMY M €€ CHCTeMy 3alluThl HH(pOpMaIH,
JOKYMEHTUPOBAaHUE JEUCTBUN IO BHECEHUIO U3MEHEHUN B MH(POPMAIMOHHYIO CUCTEMY U COXpaHEHHE
JaHHBIX 00 U3MEHEHUSIX KOHPUTYpalnu;

KOHTPOJIb JICHCTBUH 110 BHECCHUIO H3MEHEHHH B MHPOPMAITMOHHYIO CUCTEMY U €€ CHCTEMY 3allUThI
nHpopMaIuu.

Peanm3oBaHHBIC MPOIIECCHI YITPABJICHUS U3MEHEHUSAMH WH(POPMAITMOHHON CUCTEMBl U €€ CHCTEMBI
3amMThl  MH()OpMAanUK JOJDKHBI  BKJIOYATh IPOILECCHl TAPAHTUHHOTO W (MJIM) TEXHUYECKOTO
oOCTyXMBaHUS, B  TOM  4YHCIE  JWCTAaHIIMOHHOTO (ymanmeHHOTO),  TPOTPAaMMHBIX |
POrpaMMHO-aINapaTHBIX CPEJCTB, BKIOYAs CpPEACTBA 3allUThl WHPOpPMANUHU, HHGOOPMAIIMOHHON
CUCTEMBEI.

(m. 18.4 B pen. [Ipuxaza ®CTIK Poccum ot 28.05.2019 N 106)

18.5. B xone pearupoBaHusi Ha UHIIUIAEHTHI OCYIIIECTBIISIOTCS:

oOHapykeHHe W HJeHTH(UKalUs MHUUICHTOB, B TOM YHCIIE OTKa30B B OOCIYyXMBaHUHU, cOOEB
(mepe3arpy3ok) B pa0oTe TEXHHUYECKHUX CPEIICTB, MPOTPAMMHOIO OOECMEYEHUs] U CPEJCTB 3allUThI
uHboOpMalluY, HAapyLIEHWH NpaBUJ pa3rpaHUYEHHs JOCTYNa, HEMpPaBOMEPHBIX NEHCTBUH 1O cOOpy
nH(pOpMallMK, BHEIPEHUH BPEIOHOCHBIX KOMIIBIOTEPHBIX MIpOrpaMM (BUPYCOB) U HUHBIX COOBITHIA,
MPUBOASIINX K BOSHUKHOBEHUIO MHIIU/IEHTOB;

CBOGBpCMeHHOG I/IH(l)OpMI/IpOBaHI/IC I10OJIB30BATCIIAMHU U aI[MI/IHI/ICTpaTOPaMI/I JIN1, OTBETCTBCHHBIX 3a
BBISIBIICHUE MHIIMJCHTOB U PEarMpOBaHUE HA HUX, O BO3HHUKHOBEHWUM WHIIMJCHTOB B MH()OPMAIIMOHHOMN
CUCTEME;

aHaJIn3 HWHOUACHTOB, B TOM YHUCIIC OINPCACICHUC HNCTOUYHHKOB HW TIIPpHUYUMH BO3HUKHOBCHUSA
WHIOUJACHTOB, a TAKXKE OIICHKA X HOCHGHCTBHﬁ;

IUIAHUPOBAHUE M NPUHATHE MEp MO0 YCTPAaHEHWIO MHIMJIEHTOB, B TOM YHCIE IO BOCCTAHOBIIEHUIO
MH(POPMALIMOHHON CHUCTEMBI M €€ CErMEHTOB B Clydyae OTKa3a B OOCIYXHBaHMM WIHM HoOcie cOOeB,
YCTPaHEHMIO TIOCIIEACTBUM HapYIIEHMs MPABUJ pa3rpaHUUEHUs AOCTYIA, HEMPABOMEPHBIX IEHCTBUH IO
cObopy uHpOpMaUu, BHEIPEHHS BPEJOHOCHBIX KOMITBIOTEPHBIX IPOrpaMM (BHUPYCOB) M MHBIX COOBITHIA,
IIPUBOISALINX K BOSHUKHOBEHUIO NHIIUJCHTOB;
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TUTAHUPOBAHKE U IPUHATHE MEP MO MPEAOTBPAIICHUIO TOBTOPHOTO BOSHUKHOBEHUS UHITUICHTOB.
(n. 18.5 BBenen Ilpukazom ®CTIK Poccun ot 28.05.2019 N 106)

18.6. B xome wuHbopMupoBaHHMS U OOydYeHHUs TeEpCOHANa WH(POPMAIMOHHOW CHUCTEMBI
OCYIIECTBIISIOTCS:

UHPOPMHUPOBAHUE TEpcoHaa MH(OPMAIIMOHHONW CHCTEMBI O TOSBICHHUU AaKTYAJIbHBIX YIpo3ax
6e3omacHocTH UH(OPMALIUHY, O ITpaBHIax 0€30MacHON HKCIUTyaTalli UHPOPMALIMOHHOM CUCTEMBIL;

JIOBEJICHUE JI0 TepcoHana MH(OPMAIIMOHHOM CHUCTeMBbI TpeOOBaHMIA MO 3ammre HH(OpMaIH, a
TaKXe M0JIOKEHUH OpraHu3alliOHHO-PACcIIOPAIUTEIbHBIX JOKYMEHTOB I10 3aIIUTe MH()OPMAIUK C yU4eTOM
BHECEHHBIX B HUX U3MEHEHUN;

o0yuyeHue nepcoHajga MH(OPMAIMOHHONW CHUCTEMBI MpaBUJaM 3KCIIyaTallud OTIEJIbHBIX CPEACTB
3a1UThl HH(OPMALINN;

NPOBE/ICHUE MPAKTHYECKUX 3aHATHH U TPEHUPOBOK C MEPCOHAIOM MH()OPMAIIMOHHON CHCTEMBI 110
OJIOKMPOBAHUIO YTPo3 0€30MacHOCTH MHPOPMAITUHU M PEarupOBAHUIO HA HHIIUCHTHI;

KOHTPOJIb OCBEJOMJICHHOCTH IE€pcoHalla MH(OPMAIIMOHHON cuUCTeMbl 00 yrpo3ax 0e30macHOCTH
nH(OpMAIUY ¥ YPOBHSI 3HAHUH IEpCOHAJIA TI0 BOIIpOcaM 0OecrieueH sl 3alUThl HH()OpPMAIIH.

[leproanYHOCTH MPOBEACHHUS NPAKTHUECKUX 3aHATHH M TPEHHPOBOK C MIEPCOHAIIOM, MEPOTIPHSTHI
no oOy4eHHIO MEepCcOoHaja U KOHTPOJIIO OCBEIOMIICHHOCTH IMEPCOHANAa YCTaHABJIMBACTCS OIEPATOpPOM B
OpraHU3alMOHHO-PACTIOPSIUTEIBHBIX JOKYMEHTAX IO 3allUTe MH(MOPMAIMH C y4ETOM OCOOEHHOCTEU
¢byHKIMOHMPOBaHUS HH)OPMAIIMOHHON CHCTEMBI, HO HE pexe | pas3a B Ba roja.
(m. 18.6 BBenen [Ipukazom ®CTIK Poccun ot 28.05.2019 N 106)

18.7. B xo1e KOHTpOJIs 3a 00ecreyeHNeM YpOBHS 3alUIIEHHOCTH MH(OPMalUHU, COoJlepKalieiics B
MH(POPMALMOHHOM CUCTEME, OCYIIECTBIISIOTCS:

KOHTPOJIb (aHAIM3) 3alIUIICHHOCTH HWH(OpPMAIUA C y4E€TOM OCOOCHHOCTEH (PYHKIIMOHUPOBAHMS
MH(OPMALIMOHHON CHCTEMBI;

QHIN3 M OIEHKAa (YHKIIMOHUPOBAHHA HH(GOPMALMOHHONW CHCTEMBI M €€ CHUCTEMBbI 3allUThl
uH(pOpMalNK, BKIII0Yas aHaIU3 U YCTpaHEHHE YS3BUMOCTEH U MHBIX HEJOCTATKOB B ()YHKIIMOHHUPOBAHUU
CUCTEMBI 3aIIUThl HHPOpMAIMK UH(POPMAILIMOHHONW CUCTEMBI;

JTOKYMEHTHPOBaHUE TMPOIEAYP U PE3yNbTaTOB KOHTPOIIS 32 OOECIIeUeHUEM YPOBHS 3alUIIIEHHOCTH
nH(popMaIuu, coaepxanieiicss B *HGOPMAIMOHHON CHCTEME;

NPUHITHE pEIIeHUsT MO pe3yiabTaTaM KOHTPOJS 3a OOECHedYeHHeM YpOBHS 3allMIIEHHOCTU
nH(pOpMaNUK, CcoJepKamieicss B WH(OOPMANMOHHOW CHCTEME, O HEOOXOJUMOCTH JIOpaOOTKH
(MonepHU3aIK) €€ CUCTEMBI 3allUThl HH()OPMAIIUH.

Kontpons 3a obecreueHreM ypOBHS 3allUIIEHHOCTH HWH(POPMAIMM, COJACpIKaIIeHcs B
WH(OPMALIMOHHOW CHCTEMe, MPOBOJUTCS OIMEpPaToOpoOM CaMOCTOSITENFHO U (WIM) C TPUBICYCHHEM
OpraHU3aly¥, UMEIONIEH JTUIEH3UI0 Ha JEATEIbHOCTh MO TEXHMUYECKOW 3aIuTe KOH(GUIECHIIUATHLHON
uHpopMaluu.
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[Tepromu4HOCTE POBENEHUS KOHTPOJI 32 00ECIIEYeHHUEM YPOBHS 3alllMIICHHOCTH MH(OpMaLUH,
coziepkarieiics B uHGpOpMallMOHHOMN crcTeMe | Kilacca 3allUIeHHOCTH, yCTaHABIMBACTCS ONEpaTOpoOM B
OpTraHU3aIMOHHO-PACTIOPSIUTENIBHBIX JTOKYMEHTaX IO 3aliuTe HH()OpPMAIMH C Y4eTOM OCOOEHHOCTEH
GbyHKIIMOHUPOBaHMS HH(DOPMALIMOHHON CUCTEMBI, HO He pexke 1 pasa B ro.

[leprou4HOCTD TIPOBEAEHUS KOHTPOJIA 32 00ECIEYCHUEM YPOBHS 3aIlMIIEHHOCTH HH(OpMAINH,
comepikaiieiics B MHOOPMAMOHHBIX CHCTEMax 2 H 3 KJIACCOB 3AlIMIICHHOCTH, YCTAHABIMBACTCS
OICpaTopoM B OPraHHU3alMOHHO-PACTIOPAANUTCIBHBIX JOKYMCHTAX IIO 3allUTC I/IH(bOpMaL[I/II/I C YyUCTOM
0COBeHHOCTEH (YHKIIMOHUPOBAHKS HH(POPMAIIMOHHBIX CHCTEM, HO He pexe | pasa B iBa roja.

(m. 18.7 BBeneH [Ipukazom ®CTOK Poccum ot 28.05.2019 N 106)

Ob6ecneyeHue 3aWmTbl MHOPMaLUM Npu BbiBOAE U3 IKCNyaTauum
aTTrecToBaHHOM MHPOPMALMOHHON CUCTEMbI UMK NOCKIe NPUHATUSA
pelweHns 06 OKOH4YaHUM 06paboTKM MHpopmaLmum

19. OGecneyenune 3ammThl HHGOPMAIMKM TPHU BBIBOJAE W3 OKCIUIyaTallud aTTECTOBAHHOU
MH(QOPMAIIMOHHOW CHUCTEMBl WM TOCJIE MPHUHATHSA peleHds 00 OKOHYaHMM 00paboTKM MH(opManuu
OCYIIECTBIIICTCSA OIIEPATOPOM B COOTBETCTBUU C OSKCIUTyaTal[MOHHOM [OKyMEHTalueil Ha CUCTEMY
3amuThl  MHGOpPMAaUUK  MHPOPMAIIMOHHOW CHCTEMBI UM OpPraHU3AIMOHHO-PACHOPSIUTEIbHBIMU
JOKYMEHTaMH I10 3aIuTe HH(OPMAIMH U B TOM YHCIIE BKIIIOYACT:

apXuUBHUpOBaHHE MH(OPMALIHU, COAepKaIIelcs B UH(OOPMALIMOHHON CUCTEME;

VHHUYTOXXKCHUE (CTHpaHWE) MJAaHHBIX M OCTATOYHOW WH(POpMAIUU C MAIIMHHBIX HOCHTEIICH
nH(pOpMaILIUY U (UITM) YHUYTOXKEHHE MAIIMHHBIX HOCUTENEeH HH(OpMaIIHH.

19.1. ApxuBupoBanme WH(MOPMAIMH, COJEPKANICHCS B HHPOPMAIMOHHOW CHUCTEME, JOJKHO
OCYIIIECTBIATHCS MPU HEOOXOAMMOCTH JaibHEHIero MCHoiIb30BaHUS HHPOpPMAIMK B AESITEILHOCTU
oreparopa.

19.2. YHuuTOXEHME (CTHpaHHE) JAHHBIX M OCTATOYHON WMH(pOpMalMU C MALIMHHBIX HOCHTENEH
nH(pOpPMAaLUK TPOU3BOJIUTCS NPU HEOOXOAMMOCTH NEepeJauyd MAIIMHHOTO HOCUTENS HH(OpMaluu
JApYyroMy TOJIb30BaTEN0 MH(OPMAIIMOHHONW CHCTEMBbl WJIM B CTOPOHHHE OpraHM3alMy JUIi PEMOHTA,
TEXHUYECKOT0 OOCITYKMBaHUS WM JAJbHEHIIET0 YHUUTOKEHUS.

[Tpu BBIBOJE U3 IKCIUTyaTallMd MAalTMHHBIX HOCUTENEH MHPOpPMAIINH, Ha KOTOPBIX OCYIIECTBISIINCH
XpaHeHre M o0paboTka WH(POPMAIMH, OCYIIECTBISECTCS (U3MUECKOE YHUUYTOKEHHE STHUX MAIIMHHBIX
HOcHTeNeH HHPOpMAaITHH.

lll. TpeboBaHMA kK Mepam 3awmTbl MH(hOpMaLUuK, coaepKaLlencs
B UHpopMaLMOHHON cUcTemMe

20. OpraHu3allMOHHbIE U TEXHUYECKHE MEpbl 3alllUThl HH(OpPMaLUH, peanu3yeMble B
MH(POPMAIIMOHHOM CHUCTEME B paMKaxX €€ CHUCTeMBbl 3alIUThl WH(OpPMAIMM, B 3aBHCHUMOCTU OT YIPO3
0e3omacHOCTH uHpopMaLuy, HCITOJIb3YEMBIX MH(OPMaLMOHHBIX TEXHOJIOTUN "
CTPYKTYpPHO-()YHKIIHOHAJIBHBIX XapaKTEPUCTUK MH(POPMAITMOHHONW CUCTEMBI JOJKHBI 00ECTIeYUBATh:

UACHTU(PUKAIMIO U AyTeHTUPHUKAUIO CYyOHEKTOB JIOCTyIIa U 0OBbEKTOB JJOCTYIIA;
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yIIpaBJIEHUE TOCTYIIOM CYOBEKTOB JOCTYIA K 00bEKTaM JI0CTYIIA;
OrpaHUYCHHUE TPOTPAMMHOM CpE.Ibl;

3alIUTY MAalIMHHBIX HOCUTEJeH nHpOpMAaLnu;

PETHCTPAIIO COOBITHI 0€30MacHOCTH;

AQHTUBHUPYCHYIO 3aIINTY;

oOHapykeHHe (MPEOTBPAILCHHUE) BTOPKCHHU;

KOHTPOJIb (aHAJN3) 3AIIUIIEHHOCTH HH(OpMAaIH;

[IEJIOCTHOCTh MH()OPMALIMOHHOM CUCTEMBI 1 HH(OpMAIINY;
JOCTYITHOCTh UH(OpMALUY;

3aIIUTY CPebl BUPTYaATU3AIINY;

3aIIUTY TEXHUYECKHX CPE/ICTB;

3amuTy HH(OPMALMOHHOM CUCTEMBI, €€ CPEJCTB, CHCTEM CBSI3H U IepeJadyl JaHHBIX.

CocraB Mep 3amuThl UHPOpMAMM W UX 0a30Bble HAOOPHI MJIi COOTBETCTBYIOIIMX KJIACCOB
3aIUIIEHHOCTH UH()OPMAIIMOHHBIX CHCTEM MPUBEIEHBI B MpuiiokeHUH N 2 K HacTosmuM TpeOoBaHUSIM.

20.1. Mepbl 1o uaeHTH(PUKAINKA U ayTeHTU(UKAIUU CyOBEKTOB JIOCTyNa M OOBEKTOB JIOCTYIIA
JOJDKHBI  O0ecreunBaTh IPHCBOCHHE CYOBEKTaM U O00BEKTaM JOCTyla YHHUKAJIbHOIO IpH3HaKa
(unenTuduUKaTopa), CpaBHEHHE NPEIBIBISIEMOIO0 CyObEKTOM (0OOBEKTOM) JOCTyNa HAEHTH(dUKATOpa C
NepeYHeM MPHUCBOCHHBIX MJICHTU(UKATOPOB, a TaKKe MPOBEPKY MPHUHAIIIEKHOCTU CYOBEKTY (OOBEKTY)
JI0CTYTIa MPEIbABIEHHOTO UM UAEHTU(UKATOpa (ITOATBEPKIEHUE MOJIMHHOCTH).

20.2. Mepsl 1o YIpaBlIEHHIO AOCTYIOM CYOBEKTOB JOCTyNa K OOBEKTaM JOCTyHa JIOJIKHBI
o0ecnieunBaTh yNpaBiI€HUE MpaBaMU U NPUBUIIETUAMU CYOBEKTOB JOCTYIA, pa3srpaHUYEHUE JOCTYIa
CyOBEKTOB JI0CTyNa K 00BEKTaM JOCTYIa HA OCHOBE COBOKYITHOCTH YCTaHOBJIEHHBIX B HH(OPMAIMOHHOM
CHCTEME ITPaBWJI pa3sTpaHUYEHHUS JOCTYIIA, a TAKXKe 00ecreuynBaTh KOHTPOJIb COOIIOACHUS STUX MTPABHIL

20.3. Mepbl IO OTpaHUYECHUIO MPOrPAMMHOM Cpejbl JOJKHBI OOecredrBaTh YCTAaHOBKY U (MJIH)
3allyCK TOJIbKO pAa3pelIeHHOr0 K HCIOJIb30BAHUIO B HMH(QOPMAIIMOHHOM cHUCTEME MpPOrpaMMHOTO
o0ecrieyeHnss WM HCKJIIYaTh BO3MOXKHOCTh YCTAaHOBKM M (WIM) 3allycKa 3alpelieHHOIo K
HCIOJIb30BaHUIO B HH()OPMALIMOHHON CUCTEME MTPOrPaMMHOI0 00eCIeUeHHUS.

20.4. Mepsl o 3alMTe MAIIMHHBIX HOCHTeNed mHpopmanuu (cpeactBa oOpabOTKH (XpaHEHHs)
nH(pOpMalLlUK, ChEMHbIE MAalIMHHbIE HOCUTENNW HWHGOpPMAIUMU) JOJKHBI MCKIIOYaTh BO3MOXKHOCTD
HECAHKIIMOHMPOBAHHOTO JOCTYNa K MAIIMHHBIM HOCUTENSIM M XpaHslleics Ha HUX HH(popmauuu, a
TaK)X€ HECAaHKIIMOHUPOBAHHOE UCIOJIb30BaHNE ChEMHBIX MAIIMHHBIX HOCUTENEH HH(OPMALIUK.

20.5. Mepsl 1o peructpanuy COOBITUH OE30MaCHOCTH JIOJDKHBI OOecreuyuBaTh cOOp, 3amuch,
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XpaHeHHEe ¥ 3alUTy MH(OpMAMK O COOBITHAX O€30MacHOCTH B MH(MOPMAIMOHHON CHUCTEME, a TaKkKe
BO3MOXKHOCTB ITPOCMOTPA U aHAIIN3a HH(POPMAIINH O TAKHX COOBITHSX M PearnpoBaHUE HA HUX.

20.6. Mepbl 10 aHTUBUPYCHOM 3aIIUTE JAOJDKHBI 00ecreunBaTh OOHApy)eHHE B MH(POPMAITMOHHON
CHCTeMEe KOMIIBIOTEPHBIX MPOrpaMM JINOO MHOW KOMITBIOTEPHOH WH(OpMAIMH, NMpeJHa3HAaYeHHOH is
HECAHKIIMOHMUPOBAHHOTO YHUYTOXKEHUS, OJOKMPOBAaHUS, MOIU(DUKAINH, KOMHUPOBAHHUS KOMIIBIOTEPHOMH
UHQOpPMAIMM WM HEHTpaau3alMy CPeACTB 3allUThl HMHQPOPMAIMM, a TaKKe pearupoBaHUE Ha
oOHapyKEHHE ATUX MPOrpaMM U UHPOPMALIUH.

20.7. Mepsl mo oOHapyXeHHUIO (TIPEIOTBPAIICHUIO) BTOPKEHUN JOJDKHBI 0OCCIECYMBATh
oOHapyKXeHHe JeHCTBUH B WHQPOPMAIMOHHOM CHCTEME, HAIPaBJICHHBIX Ha MpeIHAMEPEHHBIN
HECaHKIMOHUPOBAHHBIA JOCTYN K HH(OpMAlMH, CIEHUANbHbIE BO3ACUCTBUA Ha WH(MOPMALUOHHYIO
cucremy u (Win) WHGOPMAIUIO B IEINSAX €€ JOOBIBAaHUS, YHHMUYTOKEHUS, UCKAKCHHS M OIOKUPOBAHUS
J0cTymna K uHpopMaIuu, a TaKkKe pearnpoBaHue Ha 3TU JCHCTBUSL.

20.8. Mepbl 1O KOHTPOJIO (aHAIU3Y) 3alIUIICHHOCTH HHGPOPMALMHM JODKHBI 00ECTeUnBaTh
KOHTPOJIb YPOBHSI 3alUIIEHHOCTH WH(POPMALIUHU, COIAepXkaleics B HHOOPMAIMOHHOW CHCTEME, IyTeM
MIPOBEICHUSI MEPOTIPUATHIA 10 aHAIN3Y 3alIUIIEHHOCTH HH(POPMAIIMOHHON CUCTEMBI M TECTUPOBAHUIO €€
CHCTEMBI 3aIIUThI UHPOPMALIUH.

20.9. Mepsl 110 00€CIIEYECHUIO LEIOCTHOCTH WH(POPMAIMOHHON CHCTEMBI U MH(POPMALUU JAOJDKHBI
obecrieynBath  OOHapykeHHE  (PAKTOB  HECAHKIIMOHMPOBAHHOTO  HAPYIIEHUS  LIEJIOCTHOCTH
WHPOPMAIMOHHON CHCTEMBI H cojepamieiics B Hedl uHpopMamuu, a TakKe BO3MOXKHOCTh
BOCCTaHOBJICHUS MH(POPMALIMOHHOM CUCTEMBI U COoZieprKallelics B Hell HHpopMaLuu.

20.10. Mepsl 1O O00ECHEYEHUIO JIOCTYIHOCTH HMH(POPMAIUK  JODKHBI  O0ECIeYnBaTh
aBTOPU30BAaHHBIM JOCTYH IOJb30BaTENel, MMEIOLIMX IpaBa MO TaKOMy JOCTYyIy, K HH(OpMaluu,
cojepkamieiics B HMHQOPMAIIMOHHOM  CcUCTeMe, B IITaTHOM pEXHUME (PYHKIIMOHUPOBAHUS
MH(GOPMALIMOHHOM CUCTEMBI.

20.11. Mepsl 1o 3amuTe Cpeabl BUPTyAIM3alMU JOKHBI UCKIIOYATh HECAHKIIMOHUPOBAHHBIN
AocTyn K uH(popMmanuu, oOpabaTbiBaeMoil B BUPTyaJbHOM MHQPACTpyKType, U K KOMIIOHEHTaM
BUPTYyaJIbHOU MHPPACTPYKTYpPHI, a TaK’Ke BO3AEUCTBUE HA MHPOPMAIMIO U KOMIIOHEHTHI, B TOM YHUCIIE K
CpeAcTBaM  YNpaBICHHUS BUPTyaJbHOW  HMH(PPACTPYKTypOH, MOHHUTOPY BHPTYAIbHBIX MallIUH
(runepBU30py), CUCTEME XpaHEHMsI JAHHBIX (BKJIIOYas CHUCTEMY XpaHEHHs 00pa30B BHUPTYaJbHOU
UHOQPACTPYKTYpPhI), CETH Tepefadd JaHHBIX Yepe3 dJIEMEHThl BHUPTYAIbHOM WIM (U3NYECKOil
MH(QPACTPYKTYphl, T'OCTEBBIM OIEPAIMOHHBIM CHCTEMaM, BHUPTYyaJbHBIM MalllMHaM (KOHTEWHepam),
CUCTEME W CETH PEIUIMKAllMM, TEPMHUHAIBHBIM M BUPTYAJIbHBIM YCTPOWCTBaM, a TaKK€ CHCTEME
PE3epPBHOTO KOMHMPOBAHUS U CO3/1aBAEMBIM €10 KOTIHSIM.

20.12. Meppl 1o 3amMre TEXHUYECKUX CPEACTB JOJDKHBI HCKIOYaThb HECAHKIIMOHHPOBAHHBIN
JOCTYIl K CTallMOHApHBIM TEXHUYECKHUM CpeICcTBaM, 00pabaThIBalOIIUM HH(POPMAIUIO, CPEACTBAM,
obecrieunBaOIUM (PYHKIIMOHUPOBaHNE WH(POPMALMOHHON CHUCTEMBI (J1ajee - cpelcTBa obecredeHust
(GYHKIIMOHUPOBAHMS), U B MOMEIIEHUS, B KOTOPBIX OHU MOCTOSTHHO PACIOJIOKEHBI, 3alIUTY TEXHUYECKUX
CpPeACTB OT BHEIIHWX BO3JCHCTBUH, a TaKke 3alMTy HHGOpMAIMM, NPEACTABICHHOM B BHJE
MH(OPMATHUBHBIX AMEKTPUUECKUX CUTHAIOB M PU3UUECKUX MOJIEH.

20.13. Mepsl mo 3ammre WHOOPMALMOHHONW CUCTEMBI, €€ CPEICTB, CHUCTEM CBSI3W U Teperadu
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Mpuka3 ®CT3IK Poccum ot 11.02.2013 N 17
(pen. ot 28.05.2019)
"06 yTBeEpxAeHUM TpeboBaHuMi 0 3almuTe MHGOPMaLMK, He COCTaBAsIo. ..

[JokymeHT npepoctasneH KoHcynbTaHTI0C
[aTa coxpaHeHus: 23.01.2023

JaHHBIX JOJDKHBI 00ECTIeYMBATh 3alUTY HH(POPMALIUHU TPU B3aUMOJCHCTBUN UH(POPMALIMOHHON CUCTEMBI
WIM  ee  OTACNbHBIX  CEIMEHTOB  C  HWHBIMH  HMHGOPMAIMOHHBIMH  CHCTEMaMH U
MH(POPMALIMOHHO-TEJICKOMMYHUKAITUOHHBIMUA ~ CETSIMH ~ TIOCPEICTBOM  NPUMEHEHUS  APXUTEKTYpPHI
UH()OPMAIIMOHHON CHCTEMBI, IPOSKTHBIX PELICHHH MO €€ CHCTeME 3aluThl HH(OPMAIIUK, HAITPaBICHHBIX
Ha obecrieueHue 3auThl HH(pOpMaIum.

21. Boibop mep 3amuThl HHGOPMALIUK JJISl UX peanu3alii B HHPOPMAIIMOHHON CHCTEME B paMKax
€€ CHCTEMBI 3aIUThl HH(POPMAIIMH BKIIFOYALT:

ompezeneHue 0a3oBoro Habopa Mep 3aliuThl HH(OpPMAaLMU Ui YCTAHOBIEHHOTO Kjacca
3aIUIICHHOCTH WH()OPMAIIMOHHOW CUCTEMBI B COOTBETCTBHHM C 0a30BBIMH HAOOpaMU MeEp 3alluThI
uH(popMaluy, IpUBEJCHHBIMU B MpriockeHnd N 2 k HacTosmuM TpeboBaHUsIM;

amantanuio  0a3oBoro  Habopa ~ Mep  3amMTHl  MHPOPMALMK  NPUMEHHUTEIBHO K
CTPYKTYPHO-()YHKIIMOHAIBHBIM ~ XapaKTEPUCTHKAaM HWH(MOPMAIIMOHHOW CHUCTEMBI, WH(POPMAIIMOHHBIM
TEXHOJIOTUSIM, OCOOCHHOCTSIM  (DYHKIIMOHUPOBAaHHA HWH(POPMAIMOHHOW CHCTEMBI (B TOM 4YHCIE
IpeayCMaTpUBAIONIYI0 HCKIIOUYEHHEe M3 0a3oBoro Habopa Mep 3ammrThl  HHOpManuu Mep,
HETMOCPEJCTBEHHO CBA3aHHBIX C HMH()OPMAIMOHHBIMH TEXHOJOTHUSMH, HE UCIOIb3YyeMBIMH B
UHQOPMAIIMOHHOW  CUCTEME, WM  CTPYKTYPHO-(QYHKIHMOHAIBHBIMH  XapaKTepPUCTUKAMH,  HE
CBOWCTBEHHBIMH WH(OPMAIIMOHHOH CUCTEME);

YTOYHEHHUE aJalTUPOBAHHOTO 0a30BOro Habopa Mep 3alluThl WHPOPMALUKU C YYETOM HE
BEIOpAaHHBIX paHEEe Mep 3allUThl WH(POPMAIUH, MPUBEACHHBIX B NPHWIOKEHWH N 2 K HACTOSAIIUM
TpeOoBanusiM, B pe3ylibTaTe YEro OINPEICISAIOTCS MEpbl 3allUThl HHPOPMAIUU, OOCCIICYMBAIOIIUC
OokupoBaHUe (HEHTpaIH3aIMio) BCeX yrpo3 0e30nacHOCTH WH(OPMAIINH, BKIIFOUSHHBIX B MOJCIb YTPO3
0e301acHOCTH HH(POPMAIIHH,

JIOTIOTHEHHE YTOYHEHHOT'O aJJallTUpPOBAaHHOT0 0a30BOro Habopa Mep 3allluThl UHPOpMALIMU MEpaMH,
o0ecreynBaoOMMH  BBIIIOJTHEHHE TpeOOBaHUI O 3amure MHPOPMALMHU, YCTaHOBJIEHHBIMH HWHBIMH
HOPMAaTUBHBIMH MPaBOBBIMU aKTaMHU B 00JIACTH 3alIUThl HHPOPMAIMHU, B TOM YUCIIE B 00JACTH 3alllUTHI
NEePCOHATIBHBIX JAHHBIX.

Jns BeiOOpa Mep 3ammTbl HMHGOpPMALMM A COOTBETCTBYIOUIETO KJjacca 3allliLIIEHHOCTH
MH(GOPMALMOHHOM CUCTEMBI IPUMEHSIOTCS METOIMYECKHE TOKYMEHTHI, pa3pa00oTaHHbIE U YTBEPKICHHbIE
OCTIK Poccun B cooTBeTcTBUM ¢ NOANYHKTOM 4 myHKkTa 8 Ilonoxkenus o ®enepaiibHOl ciayxbOe 1o
TEXHUYECKOMY M OKCIOPTHOMY KOHTpPOJIO, YTBEepXkAeHHOro YkasoMm Ilpesunenta Poccuiickoit
®enepaunn ot 16 aBrycra 2004 r. N 1085.

22. B uHpopmanMOHHOW CHCTEME COOTBETCTBYIOIIErO Kiacca 3allUIIeHHOCTH B paMKax ee
CUCTEMBI 3alUThl UHPOPMAILIMH JO0JKHBI ObITh Pealn30BaHbl MEPbI 3alIUTHl HH(OpPMAaLIUY, BHIOpaHHBIE B
COOTBETCTBMM ¢ MyHKTOM 21 Hactosmux TpeboBanuii u obecrneyuBarone OJIOKUPOBAHHE
(HerTpanu3aIuio) Bcex yrpo3 6e30macHOCTH HHPOPMAIIUH.

[lpu sToM B HMHPOPMAIIMOHHOW CHUCTEME [OJDKEH ObITh, KaKk MHUHUMYM, pealn30BaH
a/JlalTUPOBAaHHBIN 0a30BbIiI Habop Mep 3amuUThl MH(OPMALMK, COOTBETCTBYIOLIUN YCTAaHOBJIEHHOMY
KJIacCy 3allUIIEHHOCTH UH(OPMAIIMOHHON CHCTEMBI.

22.1. B ciy4ae eCIH MepBI 3aIUTHI nHpopmanuy, peann30BaHHbIE B
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[JokymeHT npepoctasneH KoHcynbTaHTI0C
[aTa coxpaHeHus: 23.01.2023

MH(POPMALMOHHO-TEIEKOMMYHUKAITHOHHONW HHPPACTPYKTYpE LEHTpa 00paObOTKH TaHHBIX, 00ECTIeYNBAIOT
On0KHpoBaHUE Yrpo3 0e30macHOCTH MH(OpMalWy, aKTyalbHBIX Uil (YHKIHOHHPYIOIIEH Ha ero 0ase
MH(POPMALIMOHHON CUCTEMBI, TPUHATHE JOMOJHUTENBHBIX MEp 3allUThl HH(pOpMAIMKA B JAHHOH
uHpOpMaMOHHOW cucteMe He TpeOyercs. Ilpm 3TOM mMONMHOMOYMS B YacTH 3alUThl MH(OPMALUIH
JOJDKHBL  OBITH  pacIpenesieHbl MEXJy OINepaTopoM HH(GOPMAIMOHHON CHCTEMBI U OIEpaTopoM
UH()OPMAIIMOHHO-TEICKOMMYHHKAIIMOHHON HHPPACTPYKTYPHI IEHTpa 00padOTKH JaHHBIX.

(m. 22.1 BBenen Ilpukazom ®CTIK Poccun ot 28.05.2019 N 106)

23. Ilpu HEBO3MOXXHOCTH pealiu3alui B WHHOPMAIIMOHHON CHCTEME B PaMKaX €€ CUCTEMBbI 3alllUThI
uH(pOpMAaIUU OTACTBHBIX BEHIOPAHHBIX MEP 3alIUThl MH(OPMAIMK Ha dTanax afanTtaiuyd 6a3oBoro Habopa
Mep 3alUThl MHQOPMAIMU WJIA YTOYHEHHs aJalTHPOBaHHOrO 0a30BOro Habopa Mep 3alluThl
uHbOpMalMM MOTYT pa3palaThiBaTbCs HMHBIE (KOMIICHCHPYIOLIME) MEphl 3alluThl HH(OpPMALUH,
oOecrieunBaroOIIKe aIekBaTHOE OJIOKUpOBaHUE (HEHTpaI3aIiio) yrpo3 6e30macHoCTH HHPOpMAITUH.

B sTtom ciydyae B xoje pa3pabOTKH CHCTEMBI 3aIlUThl HH(pOpMamuu WHPOPMAITMOHHONW CHUCTEMBI
JIOJDKHO OBITh TIPOBENIEHO OOOCHOBaHUE MPUMEHEHHUsT KOMIICHCHPYIOUIMX MEp 3allUThl HHPOpMAIUH, a
P aTTECTAMOHHBIX UCIBITAHUSIX OIEHEHA JJOCTATOYHOCTh M aJICKBATHOCTh JIAHHBIX KOMITCHCHPYIOITUX
Mep [Tt OJIOKHpPOBaHUS (HEHTpalu3aluu) yrpo3 6e30macHOCTH HH(DOPMALIUH.

24. Mepsl 3amuThl HHGOOPMAIMKM BBIOMPAIOTCS M PEATU3YIOTCS B MHPOPMALMOHHOW CHCTEME B
paMKax ee CUCTEMBI 3allUThl HH(POPMALUU C YUETOM yrpo3 0e30macHoCTH HH(pOpMalUK TPUMEHUTEIBHO
KO BCEM O0BEKTaM U CyObEKTaM JOCTYIIa Ha allllapaTHOM, CUCTEMHOM, IIPUKJIAJHOM U CETEBOM YPOBHSX,
B TOM YHCJIE B CpE/ie BUPTYaIU3alui U O0JaYHbIX BEIYUCICHUH.

25. OpraHu3allMOHHBIE MEpbl M  CpPEICTBAa 3alUUThl MH(POpMAlUM, MpPUMEHSEMbIE B
MH(POPMALIMOHHOH cucTeMe, T0JIKHBI 00ecIeunBaTh:

B HH(OpPMAlMOHHBIX cHCTeMax | Kiacca 3alUMIIEHHOCTH - 3alIUTy OT Yrpo3 Oe30MacHOCTH
nH(OpPMAIINH, CBI3aHHBIX C ICUCTBUSAMHU HAPYIIUTENECH ¢ BHICOKHM MOTEHINAIIOM;

B HH(OPMAIIMOHHBIX CHCTEMax 2 Kjacca 3alUIIEHHOCTH - 3alIUTy OT Yrpo3 Oe30MacHOCTH
nH(OpMaIIUH, CBI3aHHBIX C ICUCTBUSMHU HAPYIIUTEIEH ¢ MOTEHIIMATIOM HE HIKE YCUIICHHOTO 0a30BOTO;

B HH(OPMAlMOHHBIX CHCTEMax 3 Kjacca 3alMIIEHHOCTH - 3alIUTy OT Yrpo3 Oe30MacHOCTH
nH(OpMaIIUH, CBI3aHHBIX C IEWCTBUSIMU HApYIIUTEIEeH ¢ MOTEHIIMAIOM He HIKe 6a30BOrO.

[ToreHMan HapymurTele ompenessieTcss B XOJ€ OUEHKH HX BO3MOXHOCTEH, MPOBOAUMOW MpHU
ompeneneHUu yrpo3 Oe3omacHocTd WHGOPMAIMM B COOTBETCTBUM C TYHKTOM 14.3 HacToOsAIMX
TpebGoBanwuii.

OnepaTopoM MOXET OBITh NPUHATO pEIIeHHE O NPHUMEHEHHH B HH(POPMALMOHHOM cHcTeme
COOTBETCTBYIOLIETO KJIacca 3alUIIEHHOCTH Mep 3allUThl MHPOPMALNHU, 00ECHEUNBAIONIMX 3aAIIUTY OT
yrpo3 6€301macHOCTH HHPOPMALIUH, pEaTU3yeMbIX HApYLIUTEIIMH ¢ 00Jiee BBICOKMM MOTEHIIHAIOM.

(m. 25 B pen. Ilpukaza ®CTIK Poccun ot 15.02.2017 N 27)

26. TexHu4eckre Mephl 3alIUThl UHPOPMALUHU pPEATU3yIOTCS MOCPEICTBOM MPUMEHEHHUSI CPEICTB
3aIUThl UHPOPMAIIMK, B TOM YUCIIE MPOTPaMMHBIX (IIPOrpaMMHO-aINIapaTHBIX) CPEICTB, B KOTOPBIX OHU
peann30BaHbl, UMEIOIIUX Heo0XoauMble GyHKIMN O6e30nmacHocTU. [Ipu aToM:
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B HMH(QOPMAIIMOHHBIX cHCTeMax | Kjacca 3al[UIIEHHOCTH NPUMEHSIOTCS CPEACTBA 3allUThI
nH(popManuu He HUXKeE 4 Ki1acca, a TAKKe CPEICTBA BEIUUCIUTEILHON TEXHUKHU HE HIDKE 5 Kitacca,

B HMH(QOPMAIIMOHHBIX CHCTEMax 2 Kjacca 3allUIIeHHOCTH NPUMEHSIOTCS CPEACTBA 3allUThI
nH(popManuu He HUXKE 5 KiTacca, a TAakKe CPEICTBA BEIYMCIUTEILHON TEXHUKH HE HUXKE S5 Kitacca;

B HMH(QOPMAIIMOHHBIX CHCTEMax 3 Kjacca 3al[UIIeHHOCTH NPUMEHSIOTCS CpPEACTBA 3allUThI
nHpopManuu 6 Kacca, a TaK)Ke CpeJICTBA BRIYMCIUTEIbHON TEXHUKH HE HIKE 5 Kitacca.

B unopManmoHHBIX cucTeMax | Kiacca 3alIMIEHHOCTH NPUMEHSIOTCS CepTU(UIIMPOBAHHBIC
CpeICTBa 3aIIUTHl WHQPOPMAIMH, COOTBETCTBYIOIIMEe 4 WM Ooiee BBHICOKOMY YpOBHIO JoBepusi. B
MH(POPMAIIMOHHBIX CHUCTEMaxX 2 Kiacca 3allUIIEHHOCTH MPUMEHSIOTCS CepTU(UIIMPOBAHHBIE CPEICTBA
3amuThl  MHGOPMALUH, COOTBETCTBYIOIIME 5 wmiam Ooyiee BBICOKOMY YpOBHIO JoBepus. B
MH(POPMAIMOHHBIX CHUCTEMaxX 3 Kilacca 3allUIIEHHOCTH NMPUMEHSIOTCS CepTU(UIMPOBAHHBIE CPEACTBA
3auTHl HH(YOPMALIUH, COOTBETCTBYIOIINE 6 HITH 00JIee BHICOKOMY YPOBHIO JOBEPHSL.

(8 pen. [Ipukaza ®CTOK Poccuu ot 28.05.2019 N 106)

Knaccel 3amuThl 1 ypOBHHU JI0BEpUS ONPEAEISAIOTCS B COOTBETCTBUM C HOPMATUBHBIMU IPaBOBBIMU
aktamu ®CTOK Poccum, mznaHHbIMU B COOTBETCTBUHM ¢ moanyHkToM 13.1 nmynkrta 8 Ilonoxenus o
@enepanbHOil cinyxk0e IO TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIO, YTBEPXKIEHHOIO YKa3oM
[Ipesunenta Poccuiickoii @enepaunu ot 16 aBrycra 2004 r. N 1085.

(8 pen. [Ipukaza ®CTIK Poccuu ot 28.05.2019 N 106)

B uHbopManmMOHHBIX  cHUCTeMax  NPHUMEHSIOTCS  CpelIcTBa  3amuThl  MH(pOpMaum,
CepTU(QHUIHUPOBAHHBIE HA COOTBETCTBUE O00sA3aTENbHBIM TPEOOBAaHHUAM IO 0E€30MacCHOCTH MH(pOpPMALUHY,
ycraHoBiaeHHbIM PCTOK Poccum, nam Ha COOTBETCTBHE TpPEOOBAHUSAM, YKa3aHHBIM B TEXHHUYECKHX
ycaoBusAX (3amanHusx mo 6e3omacHoctH). Ilpu stoM QyHKIMM 0€30IaCHOCTH TAaKUX CPEACTB JOJDKHBI
o0ecrnieunBaTh BHIIOJHEHUE HAacTOSIIUX TpeboBaHU.

(n. 26 B pen. ITpukaza ®CTIK Poccum ot 15.02.2017 N 27)

26.1. Ilpu mpoeKTHpOBaHMHM BHOBb CO37aBAEMBIX WM MOACPHU3HPYEMBIX WH(GOPMAIIMOHHBIX
CHCTEM, MMEIOUIMX JOCTYH K HH(pOpPMalMOHHO-TEIEKOMMYHHUKALMOHHOM ceTd "HHTepHeT", NOJIKHBI
BBIOMpAThCS  MapHIPpyTU3aTOpPBl <2>, CEepTU(QHUIMPOBAHHBIE HA COOTBETCTBUE TPEOOBAHUAM IO
6e30macHOCTH HH(POPMALIUH (B YaCTH peaIn30BaHHBIX B HUX (YHKLUI 0€30MacCHOCTH).

(m. 26.1 BBeneH Ilpukazom OCTIK Poccun ot 28.05.2019 N 106)

<2> Ilynkr 4 tnassl 11 Kmaccudukamum cpeactB HMporpaMMHOTO, TEXHHUECKOTO OOECTICYCHHS,
pabor u ycayr (mpunoxkenue N 2 k MeTonWyecKMM yKa3aHHMsIM 110 OCYIIECTBICHHMIO Yydera
MH(OPMAaLIMOHHBIX CUCTEM U KOMITOHEHTOB MH(OPMALMOHHO-TEIEKOMMYHHUKAIMOHHON
UHPACTPYKTYPHI, YTBEPKJIECHHBIM NpuKkazoM MunkomMcsszu Poccun ot 31 mas 2013 r. N 127).
(caocka BBeneHa [Ipukazom @CTIK Poccun ot 28.05.2019 N 106)

27. B cnyyae 006paboTKu B MHPOPMAIIMOHHOM cucTeMe MH(pOpMaln, coAeprKalleld nepcoHalbHbIe
JIaHHbIE, pealn3yeMble B COOTBETCTBUHU C MyHKTamu 21 u 22 Hacrosimux TpeOoBaHUI Mepbl 3alluThl
uH(popManuu:
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(np%VLKagTq;CSTgSKZ%%C;; vor 11.02.2013 N 17 [JokymeHT npepoctasneH KoHcynbTaHTI0C

"06 yTBeEpxAeHUM TpeboBaHuMi 0 3almuTe MHGOPMaLMK, He COCTaBAsIo. .. Hata coxparenms: 23.01.2023

Ui MHQOPMAIMOHHOW cHCTEMBI | Kilacca 3alMIIEHHOCTH obecrieunBaioT 1, 2, 3 u 4 ypoBHH
3alIUIEHHOCTH NEPCOHANBHBIX JAHHBIX <1>;

<1> YcranaBiuBaeTcsi B COOTBETCTBUU C TpeGoBaHUSIMU K 3allUTE NEPCOHANBHBIX TaHHBIX MPH UX
00paboTke B MH(POPMAIMOHHBIX CHCTEMaX NMEPCOHANBHBIX JAHHBIX, YTBEPKICHHBIMUA TOCTaHOBICHHEM
[IpaButenscTBa Poccuiickoit deneparuu ot 1 HOs1Opst 2012 1. N 1119.

11 MHOOPMAITMOHHOM CHUCTeMBbl 2 Kjacca 3allUIIeHHOCTH oOecreuuBaloT 2, 3 u 4 ypoBHH
3alUIIEHHOCTH NEPCOHANBHBIX JAHHBIX <*>;

Ui MHQOPMALMOHHOM CHCTeMBbl 3 Kjacca 3alllMIIEHHOCTH o0ecrneunBaloT 3 U 4 ypoBHH
3aLUIIIEHHOCTH NIEPCOHAIbHBIX TAHHBIX <*>;

a63an uckimrodeH. - [Ipukaz ®CTOK Poccun ot 15.02.2017 N 27.

28. Ilpu ucnosnb30BaHUM B UH(YOPMALIMOHHBIX CUCTEMAX HOBBIX MH(POPMAIMOHHBIX TEXHOJIOTHH U
BBISIBICHUM JONOJHUTENbHBIX YIpo3 0€30MacCHOCTH MH(POPMALUU, AJIs KOTOPBIX HE ONpEAETIeHbI MEphI
3alIUThl HH(OPMAIMH, JTOJKHBI pa3padaThiBaThC KOMIICHCUPYIOIINE MEPhl B COOTBETCTBUU C ITYHKTOM
23 Hacrosmux TpeboBaHMiA.

[Tpunoxenue N 1

Kk TpeOoBaHUAM 0 3amuTe HHPOPMALIHH,

HE COCTAaBJIAIOLICH TOCYIAPCTBEHHYIO TalHY,
COJZIepKALICHCS B TOCYAapCTBEHHBIX
MH(POPMALIMOHHBIX CUCTEMAX

ONMPEQENEHUE KINACCA 3ALLUWEHHOCTU UHOOPMALIMOHHOWN CUCTEMbI

Cnucok U3MEHSIOIINX TOKYMEHTOB
(8 pen. [Ipukaza ®CTIK Poccuu ot 15.02.2017 N 27)

1. Knacc 3ammmenHoctu nHpopMaiimoHHoi cucrteMsl (nepsolii kiace (K1), Bropoii kimace (K2),
tpetnii kmace (K3)) ompenmemsiercs B 3aBUCMMOCTH OT YypoBHS 3HaunmMmocTu uHpopMmanuu (Y3),
oOpabaTeiBaeMoOii B 3TOM HWH(POPMAIMOHHOW cHCTeMe, U Macmitaba WHOOPMAIMOHHOM CHCTEMBbI
(penepanbHbIi, perHOHATBHBINA, OOBEKTOBBIN).

(B pen. [Ipukaza ®CTIK Poccun ot 15.02.2017 N 27)

Knacc 3amumennoctu (K) = [ypoBeHbs 3HaUNMOCTH WH(OPMAITUHU; MACIITad CUCTEMBI |.

2. YpoBeHb 3HAYMMOCTH HH(MOPMAIMH ONpPEIENseTCS CTENEHbI0 BO3MOXKHOTO yiepOa Juist
obnanmatenss wHQOpMAIMK (3aKazyuka) W (WIM) Omeparopa OT HapylieHHsS KOHQHUICHIIMATbHOCTU
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(HenpaBOMEpHBIE JIOCTYI, KOINHMPOBAaHMUE, IIPEIOCTABICHUE WM PACIPOCTPAHCHUE), LEIOCTHOCTH
(HepaBOMEpHBIC YHUYTOXKEHHE WM MOAU(GHUIMPOBAHUE) WM JIOCTYIHOCTH (HEIPaBOMEPHOE
OnoKkMpoBaHue) HH(OPMAIIHH.

V3 = [(koH(pHUIECHITUATBHOCTH, CTENCHD yiep0a) (IeI0CTHOCTh, CTENeHb yiiepOa) (IOCTYIMHOCTD,
CTeneHsb yiepoa)],

r7ie CTeNeHb BO3MOXKHOTO yiiepOa onpeensercs oonaaareneM HHPOpMaluK (3aKa3dyukoM) U (UITH)
OIIepPaTOPOM CAMOCTOSITEIIBHO IKCIIEPTHBIM WU HHBIMU METOJAMH U MOJKET OBITh:

BBICOKOI, €CIIM B pe3yJbTaTe HApyLICHUS OJHOTO M3 CBOMCTB 0€30MacHOCTH WHGPOPMAINH
(KOH(bI/II[eHHI/IaHbHOCTI/I, OEJI0CTHOCTH, IIOCTyHHOCTI/I) BO3MOXXHBI CYIICCTBCHHBIC HCTaTHUBHBIC
MIOCJICACTBUS B COLMAIBHOM, TOJIUTHYECKOM, MEXTyHApOHOH, SKOHOMUUECKOH, (PMHAHCOBOW MJIM MHBIX
obmacTsix geatenbHOCTH W (W) wuH(popMamuoHHas cucreMa u (W) omepatop (oOmagarensb
UH(OpPMAIIMN) HE MOTYT BBITIOJIHATH BO3JIOKCHHBIE HA HUX (DYHKIINY;

CpedHel, eciu B pe3yjbTaTe HApyHIeHHS OJHOTO W3 CBOWCTB 0€30MacHOCTH HH(pOpMAIHNU
(xoH(pUAECHIINATBHOCTH, LIETOCTHOCTH, JOCTYITHOCTH ) BO3MOKHBI YMEPEHHbIE HETATUBHBIE MTOCIIECTBUS B
COLIMAIIHOW, TOJUTUYECKOH, MEXTYHAPOJHOH, SKOHOMHYECKOH, (PMHAHCOBOH WIJIM HMHBIX 00JacTsIX
NEeATEebHOCTH U (W) WHGOPMAIIMOHHAs cucTeMa W (uiu) omepaTtop (oOmamarens WHGOPMAIMH) HE
MOTYT BBITIOJIHATH XOTsI ObI OIHY U3 BO3JIOKEHHBIX Ha HUX (DYHKIIHI;

HU3KOW, €CIM B pe3yibTaTe HapyIICHHWs OJHOTO W3 CBOWCTB 0€30MacHOCTH HH(POPMAILUH
(KOH(i)I/II[eHIII/IaJH)HOCTI/I, OE€JI0CTHOCTH, IIOCTyHHOCTI/I) BO3MOXHbBI HC3HAUHUTCIIbHBIC HCTAaTHUBHBIC
MOCJICACTBUS B COLMAIBHOM, TOJIMTHYECKOM, MEXITyHAPOIHON, SJKOHOMUYECKOH, (PMHAHCOBOW MJIM MHBIX
obmacTsix geatenbHOCTH W (W) wuH(popMamuoHHas cucreMa u (W) omepatop (oOmagarensb
UH(OPMAIMK) MOTYT BBIIOJHATH BO3JIOKEHHBIE Ha HUX (YHKIMH C HEJOCTATOYHOH 3(PPEKTUBHOCTHIO
WJIN BBIITOJIHECHHUEC (1)YHKIII/II\/II BO3MOJHO TOJIBKO C IPUBJICYCHUEM JOIMOJIHUTCIBHBIX CUII U CPCIACTB.

WNudopmanus uMeeT BbICOKUH ypoBeHb 3HauuMocTH (Y3 1), ecinu x0T Obl A1 OAHOTO U3 CBOMCTB
6e3onacHocTH MHGOpMAIK (KOHGUIECHITNATFHOCTH, 1IEIOCTHOCTH, TOCTYITHOCTH) OIpEJeieHa BhICOKAs
creneHs yuepba. Mudopmaius umeer cpenHuil ypoBeHb 3HauUMOCTH (Y3 2), eciii XOTs Obl U1 OHOTO
U3 CBOMCTB Oe3omacHOCTH UHGpoOpMauuu (KOH(DUIEHIUAIBHOCTH, II€IOCTHOCTH, JOCTYITHOCTH)
oIpeJiesieHa Cpe/iHss CTeNeHb yuiepba U HeT HU OJJHOTO CBOWCTBA, JUI KOTOPOIO OIpeJielieHa BhICOKas
creneHpb ymepo6a. Mudbopmarus nMmeer HU3KUM ypoBeHb 3HaUuMMOCTH (Y3 3), ecnu Il BCEX CBOMCTB
6e3onmacHocTH MH(pOpMauK (KOH(UICHINAIBHOCTH, LEJIOCTHOCTH, JOCTYIHOCTH) ONpEeeNeHbl HU3KHE
CTETNEeHU yiepoa.

Ao63arr uckmoueH. - [Ipukaz ®CTIK Poccunm ot 15.02.2017 N 27.

ITpu o6paboTke B MH(MOpPMaLMOHHOW CHUCTEME IBYX U Oosiee BUIOB MH(oOpmanuu (ciryxeOHas
TaiiHa, HAJIOrOBasl TallHA W MHBIE YCTAHOBJIEHHBIE 3aKOHOAATENLCTBOM Poccuiickoit denepaunu BUJIBI
nH(OpMAaLIUK OIPaHUYEHHOTO JJOCTYIA) YPOBEHb 3HAUUMOCTH UHbopMaiuu (Y3) onpenensrcs OTASIbHO
JUIS KaXJI0To BuJa MHGopmaruu. MToroBeiii ypoBeHb 3HAYMMOCTH WHGpOpManuu, obpadbaTeiBacMoii B
WH(POPMAIIMOHHON CHUCTEME, YCTAaHABIMBACTCA 110 HAWBBICIIMM 3HAYCHUSIM CTETIEHH BO3MOXKHOTO
yiep0a, onpeeIeHHbIM TSl KOH(QUICHIIMATFHOCTH, IETOCTHOCTH, TOCTYITHOCTH HH(POPMAIUHN KaXKIOTO
BHJ1a HH(POPMAIIUH.
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3. MudopmamnmonHas cucremMa umeeT (enepanbHblii MacmTad, ecaum OHa (YHKIMOHHPYET Ha
tepputopun Poccuiickoit @enepanuu (B mpenenax QeaepalbHOIO OKpyra) M HMEET CEerMEeHTHl B
cyobekTax Poccuiickoit @enepanum, MyHUIIUTATEHBIX 00pa30BaHUIX U (MJIH) OpraHU3aIUsIX.

NudopmanonHas cucreMa HMEET pPETHOHANbHBIM MacmTab, eciu OHAa (QYHKIMOHUPYET Ha
Tepputopun cyobekta Poccuiickoit ®denepanm ¥ MMEET CErMEHTbl B OJHOM WJIM HECKOJIbKHUX
MYHHIIMITAIBHBIX 00Pa30BaHUAX U (MJIH) MOJIBEJOMCTBEHHBIX U MHBIX OPTaHU3aLUAX.

WNudopmarninoHHasi cucteMa UMeeT 00beKTOBBIN MacmiTad, eciii oHa (PYHKIMOHHPYET Ha 00BEKTax
oJIHOro (henepasbHOr0 OpraHa TOCYJapCTBEHHOM BIIACTH, OpraHa TOCYIapCTBEHHON BIIACTH CyObEKTa
Poccuiickoit @enepanuu, MyHULIUITAILHOTO 00pa3oBaHus U (WIM) OpraHU3aliid U HE UMEET CETMEHTOB B
TEPPUTOpPUATBHBIX ~ OpraHax, MpeICTaBUTENbCTBAX, (QuiInaigax, IOJBEJOMCTBEHHbIX W  HHBIX
OpraHu3alusx.

4. Kiacc 3anuiieHHOCTH HHPOPMAITMOHHON CUCTEMBI ONIPEICSAETCS B COOTBETCTBUU C TAOJIUIICH:

YpoBeHb 3HAUNMOCTH Macmtad “HPOpPMAIIMOHHON CUCTEMBI
nHpopmanuu
®denepanbHbIN PernonanbHbIit OOBEKTOBBII
V31 K1 K1 K1
y32 K1 K2 K2
y33 K2 K3 K3

(tabnuua B pen. [Ipukaza ®CTIK Poccun ot 15.02.2017 N 27)

[Ipunoxenue N 2

K TpebGoBaHUAM 0 3amuTe HHPOpMAINY,

HE COCTABIISIONIECH rOCyIapCTBEHHYIO TaliHy,
coJiepalleiics B rocyapCTBEHHbIX
WH(POPMAIIMOHHBIX CHCTEMAX

COCTAB
MEP 3AWLNTBI AH®OPMALIN N UX BA3OBbIE HABOPbI
ANnA COOTBETCTBYHOLEINO KINACCA 3ALLMLWLEHHOCTU
WH®OPMALIMOHHON CUCTEMbI

Crrcok N3MEHSOIUX TOKYMEHTOB
(8B pen. IIpukaza ®CTOK Poccun ot 15.02.2017 N 27)

YcnoBHoe Mepsl 3amuThl HHGOPMAIMK B HTHPOPMALMOHHBIX Knaccer
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[aTa coxpaHeHus: 23.01.2023

o003HaUeHUE cucTemMax 3alUIIEHHOCTH
1 HOMED MH(OPMALIMOHHO
MephbI 1 CUCTEMBI
3 2 1

I. Unentudukanus u ayreHTH(DUKAINS CYOBEKTOB T0CTyNa U 00beKTOB Aoctyna (MAD)

NAD.1 Nnentudukanus u ayreHTHPUKALNUS TOJIb30OBaTENICH, | + + +
SABJISIFOLIUXCSL pa0OTHUKAMHU OTlepaTopa

NAD.2 Nnentudukanus u ayreHTUDUKAIUS YCTPOHUCTB, B TOM + +
YHCIIe CTAIIMOHAPHBIX, MOOMIBHBIX U TOPTATHBHBIX

NAD.3 VYnpasinenne UACHTUPHKATOpaMH, B TOM 4mcie| + + +
CO3/1aHHe, IPUCBOCHUE, YHUUTOKEHUE UJIEHTU(PUKATOPOB

NAD 4 VYmpaBinenue cpeAacTBaMH ayTeHTU(UKanuM, B ToM| + + +
qucie XpaHEHHE, BbIJIaya, WHULMATIA3AIHS,
OJIOKHpPOBAaHME CPEICTB ayTeHTU(DUKALUA U TPUHATHE
Mep B cilydae yTpaThl U (WJIM) KOMIIPOMETAIMU CPEJICTB
ayTeHTU(UKAINH

HNAD.5 3amuTa oOpaTHOi CBSI3U npu BBonme| + + +
ayTeHTH()UKAIMOHHOW HH(pOpMaIUU

NAD.6 Wnentudukanust u ayreHTH(QHUKAIMS TOJb30BaTeNe, | + + +
HE SBJISIOLIMXCS pPAaOOTHUKaMM omepaTopa (BHELIHUX
M0JIb30BaTENEH)

NA®.7 Unentuduxanuss ©  ayTeHTUQUKaLUi  OOBEKTOB

GailnoBoil CHUCTEMBI, 3allyCKaeMbIX M HCIOJHSAEMBIX
MojlyJiel, 0OObEKTOB CHCTEM yIpaBieHUs 0a3aMu JIaHHBIX,
00BEKTOB, CO37aBAEMBIX MPHUKJIAIHBIM U CIEHUATBHBIM
MPOrpaMMHBIM 00eCIeYeHNEM, HHBIX 0OBEKTOB JIOCTYTA

II. Yopasnenue noctynom cyobeKkToB JocTyna k oobekTam goctyna (YIII)

VIII.1 VYmpasnenue (3aBeficHHe, aKTUBAlUA, OJIOKUpOBaHUE U | + + +
YHUUYTOKEHUE) YYETHBIMHU 3alUCSIMHU IOJb30BaTeNed, B
TOM YHCJI€ BHEITHHUX IT0JIb30BaTeIeH

VIIA.2 Peanuzamus HeoOXOIUMBIX METO/IOB (AMCKPELIMOHHBIN, | + + +
MaHJATHBIN, POJIEBON WJIM MHOM METOM), TUIOB (UTEHUE,
3alUCh, BBINOJHEHWE WM MWHOM THUN) W TpaBUi
pasrpaHUYeHUs JOCTyNa

VIIA.3 VYnpasnenue (punbTparnys, MapuIpyTu3amnus, KOHTpoiab | + + +
COCIMHEHUI, OJHOHANpAaBICHHAas Iepefadya U HHbIE
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CrocoObl yrpaBiieHHs]) WHGOPMALUOHHBIMU TOTOKaMHU
MEXIYy YCTPOWCTBAMH, CETMEHTaMH WH(GOPMAIMOHHON
CUCTeMBI, a Takke Mexay UHGOPMaIUOHHBIMU
cUCTEMaMHU

VIIJL.4

Pasnenenne mnonHoMoumii (poseil) moJab30BaTENEH,
aJIMUHHCTPATOPOB " ML, o0ecreunBaroIINX
(GyHKIMOHUPOBaHUE UH()OPMAIIMOHHON CHCTEMBI

VIIJLS

Hazpauenne MHWHUMAILHO H€O6XOZ[I/IMBIX npaB H
HPUBWIETUI MTOJIB30BATENSAM, aAMUHICTPATOPaM H JIMIIaM,
o0ecrneunBaroIIuM (yHKIIMOHMPOBAHUE
UH()OPMAIIMOHHON CHCTEMBI

VIIA.6

OrpanuyeHue HEYCHEHIHBIX IOMBITOK  BXOJa
UH(OPMAITMOHHYIO cucTeEMy (moctyma
WH()OPMAITMOHHOM CHCTEME)

= w

VIIL7

[IpenymnpexaeHne MOJB30BATENsI TPH €ro BXOAEC B
UH(OPMALIOHHYIO CUCTEMY O  TOM, 4YTO B
MH()OPMAIIMOHHON CHUCTEME pPEaIu30BaHbl MEPHI 3aIIUTHI
uHpOpMAIlMK, W O HEOOXOJAMMOCTH COOJIIOJICHUS UM
YCTaHOBJICHHBIX  ONEpaTopoM  mpaBuid  00paboTKu
uH(popMauu

VIIA.8

OnoBeleHne noJIb30BaTeNs MOCI€ YCIENIHOIO BX0/a B
MH(OPMALIMOHHYIO CUCTEMY O €ro IpeNbIAYIIEM BXOJE B
UH(POPMALIMOHHYIO CUCTEMY

VIIA.9

OrpannyeHne 4ucia MapajyIesIbHBIX CEAHCOB JOCTYIa
JUIs KaX 101 Y4ETHOU 3aIUCH [10JIb30BaTENs
UH(POPMALIMOHHOM CUCTEMBI

YIIA.10

brnokupoBanue ceanca goctyna B MH()OPMAIHMOHHYIO
CUCTEMY IIOCJI€ YCTaHOBJIEHHOTO BpEMEHHU Oe3aeiicTBUs
(HEaKTHBHOCTH) MOJIH30BATENS WM 10 €T0 3apocy

VIIA11

Paspemienne (3amper) JAeiicTBMii  MOJB30OBaTENeEH,
pa3pelieHHbIX 10 HACHTUPUKAIMHI U ayTeHTU(UKAITUN

VIJL12

[Mognepxka U coxpaHeHHe aTpuOyTOB 0€30MACHOCTH
(MeToK 0e30macHOCTH), CBSI3aHHBIX C HWH(MOpManuend B
mpoIriecce ee XpaHeHus: 1 00paboTKH

VIIJL13

Peanmaunﬂ 3alUIICHHOTO  YAAJICHHOI'O  AOCTYyIIa
CY6T;CKTOB A0CTYyIIa K 00BEKTaM A0CTYyIIa 4€pe3 BHCIIHUC
I/IH(1)OpMaHI/IOHHO-TeJ'IeKOMMyHI/IKaHI/IOHHBIe CETH

VII/1.14

Pern aMCHTaluA n KOHTPOJIb HCII0JIb30BaHUA B
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MH(OPMALIMOHHON CHCTEME TEXHOJOTUH OecrHpOoBOIHOTO
JocTyna

V15

PeI‘JIaMeHTaLII/ISI u KOHTPOJIb HUCITIOJIb30BaHUA B
UHQPOPMAIIMOHHON CHCTEME MOOMJIBHBIX TEXHHYECKUX
CpEICTB

VIIJL16

VYnpasienue B3auMoIeHCTBHEM ¢ WH(POPMALMOHHBIMU
cUcTeMaMM  CTOPOHHMX  OpraHu3anuid  (BHEIIHHE
UH(POPMALIMOHHBIE CUCTEMBI)

V17

OOecrieueHne  JAOBEPEHHOW  3arpy3Kd  CpEACTB
BBIYHCIIUTENILHON TEXHUKH

III. Orpannuenue nporpammuoit cpensl (OI1C)

OIIC.1

VYnpasnenue 3amyckoM (0OpalieHus M) KOMIOHEHTOB
MPOrPaMMHOTO 00ecIeYeH s, B TOM YHUCIE ONpeesieHUue
3aIlyCKaeMbIX KOMIIOHEHTOB, HACTpOMKa IapaMeTpoB
3allycKa  KOMIIOHEHTOB, KOHTPOJb 32  3allyCKOM
KOMITOHEHTOB ITPOTrPaMMHOTO 00ecIieueHus

OIIC.2

VYnpasnenue YCTaHOBKOM (uHCTAIALKEN)
KOMIIOHEHTOB IPOTrPaMMHOI0 oOecrieueHusi, B TOM 4Yuciie
OIpe/ie/ieHue KOMIIOHEHTOB, IOJUIeKAIUX YCTAHOBKE,
HacTpolKa  IMapaMeTpoB  YCTAHOBKM  KOMIIOHEHTOB,
KOHTPOJIb 32 YCTAaHOBKOM KOMIIOHEHTOB IPOIPaMMHOIO
obecrnieueHus

OIIC.3

VYcraHoBKa (MHCTAUISIIMA) TOJBKO Pa3pelIeHHOro K
MCIIOJIb30BAaHUIO MPOTPAaMMHOI0 0oOecriedeH s U (Mn) ero
KOMIIOHEHTOB

OIIC.4

VYnpaBieHue BpeMEHHbIMM (daillamMu, B TOM YHCIE
3amper,  paspellieHHe, — [EepeHalpaBlIeHHE  3allUCH,
yJlalieHne BpeMEHHBIX (hailiioB

IV. 3amura mammHHbIX HocuTeneil nadopmaruu (3HN)

3HU.1

VY4er MalIMHHBIX HOCUTENeH nHpopManuu

3HU.2

VYnpasiaeHne OCTYIOM K MAIIMHHBIM HOCHTEISIM
uHpopMaun

3HHN.3

KonTpons mnepemelieHns MallMHHBIX — HOCHUTEJEH
uH(pOpMaIMK 32 IPEENIbl KOHTPOJIUPYEMOU 30HBI

3HN.4

HckmroueHne BO3MOXKHOCTH HCCaAaHKIIMOHHUPOBAHHOI'O
O3HAaKOMIJICHHUA C COACPKaHUEM I/IH(I)OpMaI_II/II/I,
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XpaHALIeHcss Ha MAalIMHHBIX HOCUTENAX, U (Win)
UCTIOIb30BaHUSl  HOCUTENeH wuHGOpMAlMM B  HMHBIX
MH(OPMALIMOHHBIX CHCTEMaX

3HU.5

Konrpons  ucnons3oBaHus  uHTepdeiicoB  BBoxA
(BpIBOJIa) WHGpOpPMALMKM HAa  MAIIMHHBIE  HOCUTEIN
uHpopmaruu

3HU.6

Kontponnb  BBOjma  (BeIBOAa) wuwHGOpMaAlMu  Ha
MAaIIMHHBIE HOCUTENIN HHPOPMAITUU

3HI.7

KoHTposib  NOAKIIIOUEHUST MAIUIMHHBIX  HOCUTEJEH
uHpopmanuu

3HI.8

YHHUUYTOKEHUE (cTupanue) uHpOpMaLun Ha
MAllMHHBIX HOCHUTENIAX TMpU HX [eperadye MexIy
[10JIb30BATENSIMHU, B CTOPOHHUE OPTaHU3ALNHU Il PEMOHTA
WIA YTUIM3AlMM, a TakXke KOHTPOJb YHUYTOXKEHUS
(cTupanus)

V. Perucrpanus codsituii 6e3onacHoctu (PCh)

PChb.1

Ornpenenienne cOOBITUH 0€30MaCHOCTH, MOJICKAIINX
pEerucTpalyu, ¥ CPOKOB UX XPAHCHUS

PCb.2

OmnpezneneHue cocTaBa U cojaepkaHus WH(POpPMALUU O
COOBITUSIX O€30MACHOCTH, MOJIEKALIUX PETUCTPALIUU

PCB.3

COop, 3anuch U xpaHeHue UHPOPMAIUU O COOBITUAX
0€30IIaCHOCTM B TEUYCHHME YCTAHOBJIEHHOI'O BpEMEHHU
XpaHEHHUs

PCb.4

PearmpoBanue Ha cOoM NpU pErucTpady COOBITUI
0€30I1aCHOCTH, B TOM YHCJIE€ allapaTHble U MPOrpaMMHbIe
omunbOKky, cOou B MexaHM3Max cOopa HHOpManuu u
JOCTIDKEHUE Tpefiefia WIM  TepernoiHeHus o0bema
(eMKoCTH) MaMSITH

PCB.5

MonutopuHr  (IpOCMOTp,  aHAJINW3)  PEe3yJIbTAaTOB
perucTpanuu coObITHI 6€30MaCHOCTH U pearupoBaHuE Ha
HUX

PCb.6

['enepupoBaHne  BpEMEHHBIX METOK U  (WIH)
CUHXPOHM3AIHS CHUCTEMHOI'0 BpEMEHU B
UH(POPMALIMOHHOM cucTeme

PCB.7

3amuTa HHPOPMALIUHU O COOBITHIX 0€30MaCHOCTH

PCB.8

ObecnieueHre BO3MOXKHOCTH TPOCMOTpa M aHallM3a
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uH(pOpMaMK O NEHCTBUSX OTICNIBHBIX IOJIB30BAaTENCH B
UH(POPMALIMOHHOH CUCTEME

VI. AutuBupycHas 3amuta (AB3)

AB3.1 Peanuzanus aHTUBUPYCHOM 3aILUTHI + + +

AB3.2 OO6HoBieHuEe 0a3bl JAaHHBIX MPU3HAKOB BPEIOHOCHBIX | + + +
KOMITbIOTEPHBIX IPOTrpaMM (BUPYCOB)

VIIL. O6napyxenue Bropxenuit (COB)

COB.1 OO6HapyxeHne BTOPKEHUM + +

COB.2 Oo6HOBNeHNE 0a3bl PENIAOIINX TTPABHIT + +

VIII. KonTpons (ananu3) 3amuniennocty nadopmarn (AH3)

AH3.1 BrisiBenue, ananu3 ys3BUMOCTEH WH(POPMALMOHHOM | + + +
CHCTEMBI U OIEPATUBHOE YCTPAHEHHE BHOBb BBISBICHHBIX
YS3BUMOCTEU

AH3.2 KoHTponb ycTraHOBKHM OOHOBJIEHHMH MpOrpaMMHOro| + + +

obecrieueHns, BKIOYass OOHOBJICHUE IPOTPAMMHOTO
o0ecrieyeHns CpeCTB 3alIUThl HH()OPMAIHH

AH3.3 Koutposnb paboTocnocoOHOCTH, napamMeTpoB | + + +
HACTPOMKM W  TPaBWIBHOCTH  (DYHKIMOHUPOBAHUS
MpPOTPpaMMHOTO  OOECIIEYeHHS] U CPEJCTB  3aIUTHI

uHpOpMaLUu

AH3.4 KoHntposs cocTaBa TEXHUYECKHUX cpexncrts,| + + +
OpOrpaMMHOr0  oOecreueHus: M CPeACTB  3alllUThl
uH(popMalun

AH3.5 KoHTposib mpaBui reHepanud M CMEHBI Iapoyien| + + +

II0JIb30BATENEH, 3aBECHNS U YAAJIEHUS YUETHBIX 3alucei
NOJb30BaTENEH, pealu3alMd IpaBUI Pa3TPaHUYECHUS
JOCTYIIOM, MIOJIHOMOYU I 10JIb30BaTENEN B
MH(OPMAILIMOHHOM CHCTEME

IX. Obecnieuenne nenocTHOCTH UHPOPMATMOHHOM crcTembl U nHpopmaruu (OLJI)

OLVI.1 KoHTposb 11e70CTHOCTH TPOrpaMMHOr0 oOecreueHus, + +
BKJIIOYas MpPOrpaMMHOE 00OecreueHue CpeiCTB 3alluThl
uH(popManun

OLJL.2 KoHnTtpoinb mnienoctHocTi nH(pOpMaIUU, coaepkamencs

B 0azax JaHHBIX HH(I)OpMaHHOHHOﬁ CUCTCMBI
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O1JL.3 OOGecneueHue BO3MO>KHOCTH BOCCTaHOBJICHHS | + + +
MPOrPaMMHOTO OOECTeueHus, BKJIIOYasl MPOTPaMMHOE
obecrieueHne CPEACTB  3alIUThl  MHPOPMAIMH, IPH
BO3HUKHOBEHUH HEITATHBIX CUTYyaIlui

oLJ1.4 OOHapyXeHHe W pearupoBaHHE Ha IMOCTYIUICHHUE B + +
UH(POPMALIOHHYIO cucreMy He3alpariiBaeMbIX
AIIEKTPOHHBIX COOOLICHUH (ITMCEeM, JTOKYMEHTOB) M MHOM
UHPOPMALMU, HE OTHOCALIMXCS K (YHKIHOHUPOBAHUIO
UH(POPMALIMOHHOM CUCTEMBI (3aIlIKUTa OT criama)

OLLS Kontpons conepkanusi nHpopManuu, nepeaaBaeMoin
u3  WHOOPMAIMOHHOW  CHCTeMbl  (KOHTCHHEPHBIH,
OCHOBaHHBI Ha CBOWCTBaX OOBEKTa JOCTyNMa, U
KOHTEHTHBIM, OCHOBAaHHBI Ha TMOUCKE 3alpPEHICHHOW K
nepenaye HWHGOpPMAIMK C HCHOJIB30BAHWEM CHTHATYP,
MacOK U MHBIX METOJ/IOB), U MCKJIIOYEHHUE HEMPABOMEPHOMN
nepeaayn nHGHopMaIy U3 HPOPMALNOHHONW CUCTEMBI

OLJI.6 OrpannueHue TMpaB  TOJIb30BATEE IO  BBOAY +
uHpOpMaKUU B HHOOPMAITMOHHYIO CUCTEMY

OLJL.7 KoHTposib TOYHOCTH, TOJHOTHI M MPABUIBHOCTH
JTAaHHBIX, BBOJUMBIX B HUHPOPMAITHOHHYIO CHCTEMY

OLIJL8 KoHTpoJIb OmMOOYHBIX NEHCTBHI IOJIb30BATEIICH IO
BBOAY u  (wiM)  mepemaye  MHPoOpManuMu U
npenynpexaeHne  Toib3oBaTeneid 00  OmUOOYHBIX
JNEUCTBHUAX

X. O6ecnieuenne nocrynHoctu uHpopmaruu (O/T)

OAT.1 Hcnonb3oBaHHEe  OTKa30yCTOMYMBBIX ~ TEXHHYECKHMX +
CPEICTB
OAT.2 PesepBupoBanue TEXHUYECKUX CPEACTB, +

IpPOrpaMMHOr0  o0ecredeHus, KaHajoB  Iepeaayu
uHpOpMaLNK, CpeicTB obecredeHus: (yHKIIMOHUPOBAHUS
MH(OPMALIMOHHON CHCTEMBI

OAT.3 KonTpons 0€30TKa3HOro (GYHKIIMOHUPOBAHUS + +
TEXHUYECKUX CPEJICTB, OOHapy)XeHue M JOKaIu3alus
OTKa30B  (DYHKIIMOHUPOBAHUS, MPUHATHE Mep IO
BOCCTAQHOBJICHHIO  OTKa3aBIIMX  CPEACTB U MX
TECTHPOBAaHUE

OAT.4 [Tepuoanueckoe pe3epBHOE KOMUPOBAHUE + +
uH(bOpMallMd HA pPE3epBHbIC MAIIMHHBIE HOCHUTEIHU
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uHpopmanuu

OJIT.5

ObecneueHue BO3MOKHOCTH BOCCTaHOBJICHUS
uH(pOpMAIlMM C PE3epPBHBIX MAIIMHHBIX HOCHUTEINEH
uHpopmanuu  (pe3epBHBIX  KOMWM) B TEUYCHHUE
YCTaHOBJICHHOT'O BPEMEHHOT'O HHTEpBajia

OAT.6

Knacrepusanus nHGOPMALMOHHON CUCTEMBI U (HITH) ee
CErMEHTOB

OJIT.7

KoHTpONb COCTOSIHMSI W KauyecTBa MPENOCTABICHHUS
YIIOJTHOMOYEHHBIM JIUI[OM BBIYUCIUTEIBLHBIX PECYPCOB
(MOIITHOCTE#), B TOM YHCIIE 110 TIepeaade nHdopmauu

XI. 3amuta cpenbl BupTyanuzaiuu (3CB)

3CB.1

Wnentudukanust wW  ayTeHTUPHUKAIUS  CyOBEKTOB
JOCTyma W OOBEKTOB  JOCTyHa B  BHPTYaJbHOM
UHPPACTPYKTYpe, B TOM 4HCIE aJIMUHUCTPATOPOB
YIIPaBJICHUS CPECTBAMH BUPTYaTH3aLUH

3CB.2

VmpaBneHne JOCTYIOM  CyOBEKTOB  JIOCTyma K
00BEKTaM JOCTyNa B BUPTYaJbHOH HH(PACTPYKType, B
TOM YHCJIE BHYTPU BUPTYAIBHBIX MAIIH

3CB.3

Peructpanus coObITHI 0€30MacHOCTH B BUPTyallbHOU
UH(ppacTpyKType

3CB.4

VYnpasnenue (punbTpanus, MapupyTH3anus, KOHTPOJIb
COEIMHEHUs, OJHOHANpAaBICHHAs Ieperadya) MOTOKaMHU
uHbOpMallMd  MEXAYy KOMIIOHEHTaMH  BUPTYaJbHOMN
UHQPACTPYKTYPhI, a TaKXkKe M0 MEePUMETPY BUPTYaIbHON

UH(QPaCTPYKTYpPbI

3CB.5

JloBepeHHast 3arpy3ka CEpBEpOB BHPTYaJIU3allWH,
BUPTYalbHOW  MamMHBl  (KOHTEWHepa),  CEpBEpPOB
YIIPaBIICHUS BUPTyATU3AIHCH

3CB.6

VYrpaBiieHre TepeMeNneHueM BUPTYAIBHBIX MaIluH
(xoHTelHEepOB) U 00pabaThIBa€MbIX HA HUX JaHHBIX

3CB.7

KonTpons L[EJIOCTHOCTHU BUPTYaJIbHON
UHPPACTPYKTYPHI U €€ KOH(DUTyparuit

3CB.8

Pe3epBHOe KomupoBaHUE JAaHHBIX, PE3EPBUPOBAHUE
TEXHUYECKUX CpPEICTB, NPOrpaMMHOr0 oOecreueHus
BUPTYaJIbHONH MH(PACTPYKTYpHl, a TaKKe KaHAJIOB CBS3U

BHYTPHU BUPTYaJIbHON MHPPACTPYKTYPbI
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3CB.9

Peann3zanus u yrpaBlieHUE aHTUBUPYCHOM 3alIUTON B
BUPTYaJIbHON MH(]paCTpyKType

3CB.10

PazOuenne  BHpTyanbHOM  MHQPACTPYKTyphl  Ha
CETMEHTBI (cerMeHTHpOBaHHE BUPTYaJIbHON
UHPPACTPYKTYpbl)  ans  oOpaboTku  mHPOpMaLUU
OTIENBHBIM  [OJIb30BaTeleM M (WiIu)  TpyHmnoi
10JIb30BATEICH

XII. 3amura Texuunueckux cpeacts (3TC)

3TC.1

3amura uH(pOopMaIuy, obOpabaTeiBaeMOi
TEXHUYECKMMH  CpPEICTBAMH, OT €€ YTeUYKH IO
TEXHHYECKUM KaHaJlaM

3TC.2

Opranuzanys KOHTPOJMPYEMOM 30HBI, B Mpeaenax
KOTOPOH TOCTOSHHO  pa3MEIIAlOTCsl  CTallMOHApHBIC
TEXHUYECKHUE CPEICTBa, 00padaThiBatolie WHPOPMAIIHIO,
W CpEICTBA 3almUThl WH(OpPMALUU, a TaKXKe CPEACTBA
obecrnieueHus PyHKIMOHUPOBAHUS

3TC.3

Koutpons u ynpaBneHue (U3MYECKUM JOCTYIOM K
TEXHUYECKUM CpeICTBaM, cpelcTBaM 3aIUTHI
uH(popManumy, cpencTBam obecrnieyeHus
(YHKIIMOHUPOBAHUS, a TaKXKe B I[OMEUIEHUS U
COOpPY)KEHMsS, B  KOTOPbIX  OHHM  YCTAHOBIICHBI,
UCKJTIOYAIONINEe  HECAaHKIMOHUPOBAHHBIN  (hU3HYECKHU
JIOCTYT K Cpe/icTBaM 00pabOoTKU HH(pOpMAIUU, CPEICTBAM
3alMThl  MHPOPMAIIMM W CPEACTBAM  OOECredeHUs
(GYHKUMOHUPOBAaHUS  MH(MOPMAIIMOHHOM  CUCTEMBI U
MOMEILEHUS U COOPYKEHHUS, B KOTOPBIX OHU YCTAHOBJIEHBI

3TC.4

Pa3memienne  yCcTpoWCTB  BbIBOAA  (OTOOpaskeHHs)
UH(pOPMaLINK, UCKIIOYAIOIIee ee HEeCaHKIMOHUPOBAHHBIN
IPOCMOTP

3TC.5

3amura OT BHENIHUX BO3JEHCTBUI (BO3JEHCTBUMI
OKpY’KaroIieu Cpenibl, HECTAOMIILHOCTH
ANIEKTPOCHAOKEHHUS, KOHIUIIMOHUPOBAHUS W  HMHBIX
BHEITHUX (haKTOPOB)

XIII. 3amuTta “HPOPMAIIMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U NIEpeadyn JaHHBIX

(3UC)

3UC.1

Pa3znenenue B uHpopMamoHHON cuctemMe QyHKIUHN 1O
yIpaBJIeHUIO (3AMUHUCTPUPOBAHHIO) HH(POPMALIMOHHON
CHUCTEMOH, YIPABJICHUIO (aIMUHUCTPUPOBAHUIO)
cUCTEeMOM 3aIuThl HHopMaIK, GyHKIUI 1o o0paboTke
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uHpopManui W WHBIX QYHKOHA HHPOPMAIMOHHON
CUCTEMBI

3UC.2

[IpenorBpaiiene  3aJepKKM WM IIpEphIBaHUS
BBINOJIHEHHUSI TPOLIECCOB C BBICOKUM IPUOPUTETOM CO
CTOPOHBI IPOLIECCOB C HU3KUM IIPUOPUTETOM

31C.3

Obecnieuenune 3amuUTel MHPOPMALUU OT PACKPBITHA,
MoguduKaMu W HaBA3BIBaHUSA  (BBOAA  JIOXKHOM
uHOpMaLKN) Tpu ee nepeaaye (MOAroTOBKE K Iepenade)
0 KaHajlaM CBSA3M, HMEIOUIMM BBIXOJ 32 IIPEIEIbI
KOHTPOJIMPYEMOH 30HBI, B TOM HYHCJE OECIpPOBOIHBIM
KaHaJlaM CBSI3H

31UC.4

OObecrnieueHne MOBEPEHHBIX KaHalla, MapIIPyTa MEXIY
aJIMUHUCTPATOPOM,  IIOJIb30BATE€IeM W CPEIACTBAMU
3amuThl  uHbopManuu  (QyHKUMSIMH ~ 0€30MacHOCTH
CPEACTB 3alIUTHI HH(OPMAITHH)

3UC.5

3arper HECaHKIIMOHMPOBAHHOW yJAJIEHHOW aKTUBAalUU
BUZCOKaMep, MHUKPO(QOHOB ¥ HWHBIX mepudepuitHbIX
YCTPOMCTB, KOTOPBIE MOTYT aKTHBHUPOBATHCS YAAJICHHO, U
OIOBELICHUE IMOJb30BaTeNeld 00 aKTUBAIMKM TaKHX
YCTPOICTB

3UC.6

[lepenaua © KOHTPOJb WEJIOCTHOCTH AaTpPUOYTOB
0c3omacHOCTH (METOK 0€30MacHOCTH), CBSI3aHHBIX C
uHpopmanueii, npu obMmeHe HHOpManUel ¢ HHBIMU
MH(POPMAIIMOHHBIMHA CUCTEMaMH

3UC.7

KoHTponb  CaHKIMOHMPOBAaHHOIO ¥  HCKIIIOYEHHUE
HECaHKLMOHMPOBAaHHOTO  MCIOJb30BAaHUS  TEXHOJOTHUI
MOOUJIBHOTO KOJla, B TOM YHUCJI€ PETUCTpalusi COOBITUH,
CBSI3aHHBIX C HCIOJb30BAHUEM TEXHOJIOTUH MOOMIILHOTO
KOJa, WX aHalM3 M pearupoBaHWE Ha HapyUICHMUS,
CBSI3aHHBIE C MCIIOJIb30BAaHHEM TEXHOJIOTHI MOOMIBLHOTO
Koza

3UC.8

KOHTpOJIb  CaHKIIMOHMPOBAHHOIO W  HCKIIIOUYECHHE
HECAaHKI[MOHMPOBAHHOI'O  HCIIOJIb30BAHMS  TEXHOJIOTUHI
nepeJaud pedyd, B TOM YHUCJIE PETUCTpalusi COOBITUH,
CBA3aHHBIX C HCIIOJIB30BAHUEM TEXHOJIOTUU Iepefadu
peur, HX AaHaJIu3 W pearupoBaHWE HA HapyUIEHUs,
CBSA3aHHBIE C MCIOJIb30BAHUEM TEXHOJOTUHN Iepenadun
peun

31UC.9

KOHTpo/Ib  CAaHKIMOHUMPOBAHHOM M  HUCKIIOUEHHE
HECaHKIIMOHMPOBAHHOU Iepelraur BUAECOMH(pOpMaIu, B

+ +
+ +
+ +
+ +
+ +
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TOM YHCJIE PETUCTpalHs COOBITHH, CBS3aHHBIX C
nepenaveid  BuiaeomHdopmanmM, WX ~ aHAIM3 U
pearupoBaHHe Ha HapYIICHHWs, CBSA3aHHBIC C Iepeaadcit
BUJIcONH(pOpMAITHH

31C.10

[TonrBepxeHue IIPOUCXOXKACHUS HCTOYHUKA
uH(pOpMallMK, TOIy4aeMOH B TMpoIecce OINpeaeTIeHUs
CETEBBIX a/IPECOB I10 CETEBBIM MMEHAM WJIU OIPENEICHUS
CETEBBIX UMEH MO CETEBBIM aJpecam

3UC.11

O0ecnieyeHre TMOJJIMHHOCTH CETEBBIX COCTUHEHUU
(ceaHcoB B3aMMOJCHCTBUS), B TOM YHCIIC JJIs 3alUTHI OT
MOJIMEHBI CETEBBIX YCTPOMCTB M CEPBHCOB

31C.12

Hcknrouenue BO3MOXHOCTH OTpULIAHUS
NoJIb30BaTeeM (axkTa OTIPAaBKH WHGPOPMALUU JIPYTOMY
H0JIb30BATEINIO

31C.13

Hcknrouenue BO3MOKHOCTH OTpHUILIAHUS
nojb3oBareneM (akra MOJIydeHUs HHPOpMALMU  OT
JPYyroro MnoJjib30BaTels

31C.14

Hcnonp30BaHne yCTPOWCTB TEPMHUHAIBHOTO JOCTYIIA
JU1s1 00paboTKH HHGOPMAITH

3UC.15

3ammra apXuBHBIX (ailyioB, ImapaMeTpoB HACTPOUKHU
CPEICTB  3alUThl HMH(OpPMALMK U  MPOrPaMMHOTO
o0ecrieyeHUss M MHBIX JaHHBIX, HE MOJUIEKALINX
M3MEHEHHIO B Ipoliecce 00paboTKu HHPOpMAIH

3UC.16

BrisiBnenue, aHaJIn3 u OJIOKMpOBaHUE B
MH(POPMALIMOHHOM CHUCTEME CKPBITBIX KaHAJIOB INepefavd
uHpopMaluu B 00XOJ pPEaTU30BAaHHBIX MEp 3allIUThI
UHGOpPMALlMM WJIM BHYTPH DPa3pelIeHHBIX CETEBBIX
IIPOTOKOJIOB

3UC.17

Pa3buenue nHGOPMAIIMOHHONW CHUCTEMBI Ha CETMEHTHI
(cermeHTHpOBaHHE  HMH(DOPMAIIMOHHOW  CHUCTEMBI) H
o0ecnieueHue 3alUTHI MIEPUMETPOB CErMEHTOB
WH(OPMAIIMOHHON CHCTEMBI

3UC.18

Obecnieuenue 3arpy3ku ¥ UCIOJIHEHHUs] MPOTrPaMMHOTO
o0OecrieyeHHs C MAaIMHHBIX HOcUTened uHpopManuuy,
JOCTYIHBIX TOJBKO JJI YTEHMSI, © KOHTPOJIb LIEJIOCTHOCTH
JAHHOTO MPOTPAMMHOI0 O0eCcTeueHus

3UC.19

W3omsiust  mpouieccoB  (BBIMOJIHEHHE MPOrpaMM) B
BBIJICJIEHHON 00JIaCTH MaMATH
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31C.20

3ammTa OECrIpOBOIHBIX COCAMHEHHH, TPUMEHSIEMBIX B
UH(POPMALIMOHHOH CUCTEME

3UC.21

HckmoueHne JOCTymNa IMoib30BaTellss K WH(OpMAIUH,
BO3HUKIIIEH B pe3yjbTaTe ACHCTBUH MPEAbIAYLIETO
MOJIb30BATENSl 4YEpe3 PEECTPhbl, OINEPATUBHYIO IaAMSTh,
BHEIITHUE 3aIIOMUHAIONINE YCTPOWCTBA M MHBIE 00IIHe TS
MOJIb30BaTENCH pecypchl HHPOPMAITMOHHON CHCTEMBI

31C.22

3amuta HWHPOPMAIIMOHHOW CHUCTEMBI OT  yrpo3
Oe3omacHOCTH WH(OpMAIMK, HAaNpPaBICHHBIX Ha OTKa3 B
00CTyKMBAaHUU HHPOPMAITIOHHON CHCTEMBI

31C.23

3amuTa nepuMerpa (pu3udeckux U (WIK) JIOTHYECKUX
rpaHui)  WHOOPMAIMOHHOW  CHUCTeMbl  TpU e
B3aMMOJICHCTBUM  C  WHBIMH  WH(OPMAIMOHHBIMHU
CHUCTEeMaMH u
WH(OPMAIMOHHO-TEIICKOMM YHHKAITUOHHBIMU CETSIMU

31C.24

HperameHHe CCTCBbLIX COCJIMHEHU I 10 Hux
3aBCPUICHUH HJIM IO HCTCUCHUHU 3aJaHHOT'O OIICPATOPOM
BPEMCHHOI'O HHTCpBAJIa HCAaKTUBHOCTHU CCTECBOI'O
COCIUHCHUA

3UC.25

Hcnonp3oBaHue B MHPOPMAIIMOHHON cHUCTEME WU €€
CerMEHTAaX  pa3IMYHbBIX  TUIOB  OOIIECHCTEMHOrO,
IMPUKJIAAHOT'O n CIICUaJIbHOI'O IIporpaMmMHOIO
oOecrieueHus (Co3jaHue TeTePOreHHOMN Cpe/ibl)

31C.26

Hcnons3oBaHnue MMPUKIAAHOTO n CIICOHUaJIbHOI'O
mporpaMmMHOI O 06€CH€‘I€HI/I$[, UMCIOIINX BO3MOXHOCTH
q)YHKI_II/IOHI/IpOBaHI/IH B Cpcaax pa3IMYHbIX OIICPAIUOHHBIX
CHCTEM

3UC.27

Cozmanne (OMyJSIIUS) JIOKHBIX HMH(POPMAITMOHHBIX
CUCTEM WJIM HMX KOMIIOHEHTOB, MpPEIHAa3HAYCHHBIX [
OOHapy)XeHHs, PETUCTpallMd W aHalu3a JICUCTBUM
HapylMTelae B Mpolecce  pealu3allud  yrpos
0e30macHOCTH UH(pOpMALUH

31C.28

BocnpousBenenne  JIOXKHBIX W (MJIM)  CKpBITHE
UCTUHHBIX OTAEIbHBIX MH(POPMALMOHHBIX TEXHOJOTMHA U
(umu)  CTPYKTYpHO-(YHKIIMOHAIBHBIX ~ XapaKTEPUCTUK
UHPOPMALIMOHHOM  CHCTeMbl HMJIM €€  CerMEHTOB,
o0ecreunBaroIlee HaBA3bIBAHUE HAPYIIUTENIO JIOKHOIO
OpefCTaBieHuss 00  UCTHHHBIX  MH(OPMAlMOHHBIX
TEXHOJOTHSX U (WIH) CTPYKTYpHO-()YHKIHOHAJIBHBIX
XapaKTepUCTHKaX MHPOPMAITMOHHON CHCTEMBI
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"06 yTBeEpxAeHUM TpeboBaHuMi 0 3almuTe MHGOPMaLMK, He COCTaBAsIo. .. Hata coxparenms: 23.01.2023

3UC.29 [lepeBon  WHPOPMAIIMOHHONW  CUCTEMBI WJIA €€
YCTPOMCTB (KOMIIOHEHTOB) B 3apaHee OIPEICICHHYIO
KOH(UTYpalHuIo, 00ecneurBaoIy0 3aluTy

uHpOpMaLKK, B Cllyyae BO3HUKHOBEHUH OTKa30B (cOOEB)
B CHCTEME 3aluThl HMHPOpPMAIMU HH(GOPMALMOHHOM
CHUCTCMbI

31C.30 3amura MOOMIIBHBIX TEXHUYECKUX cpencts,| + + +
IMPUMEHSIEMBIX B HH()OPMAIIMOHHON CUCTEME

"+" - Mepa 3amuThl HHQOpPMaMK BKIIOYCHA B 0a30BBI HAOOP Mep IS COOTBETCTBYIOIIETO Klacca
3alUIIEHHOCTH UH(POPMAILIMOHHOM CHCTEMBI.

Mepbl 3amuThl UHGOPMAIMU, HE O0O03HAYCHHBIE 3HAKOM "+, TPUMEHSIOTCS TIPH aJanTaliu
6a3oBoro Habopa Mep U YyTOYHEHHH aJanTHpOBaHHOTO 0a30BOro Habopa Mep, a Takke Mmpu pazpaboTke
KOMITCHCUPYIOIIMX Mep 3alIUThl HHPOPMAIMH B WH(OOPMAIIMOHHONW CHCTEME COOTBETCTBYIOIIETO KJlacca
3aIUIIEHHOCTH.

www.consultant.ru Crpanuua 41 n3 41
HafeXXHaa npaBoBas Nnoaaep)xka


https://www.consultant.ru/
https://www.consultant.ru/

